Computer Misuse (Amendment) Bill [HL] 1

BILL

Amend the Computer Misuse Act 1990 in order to protect computerised
systems against denial of service attacks.

E IT ENACTED by the Queen’s most Excellent Majesty, by and with the advice and
consent of the Lords Spiritual and Temporal, and Commons, in this present
Parliament assembled, and by the authority of the same, as follows: —

1 Denial of service attacks
(1) The Computer Misuse Act 1990 (c. 18) is amended as follows.

(2) After section 3, there is inserted —

“3A Denial of service attacks

(1) A person is guilty of an offence if without authorisation he does any
act—

(a) which causes; or
(b) which he intends to cause,

directly or indirectly, a degradation, failure, or other impairment of
function of a computerised system or any part thereof.

(2) A person is guilty of the offence in subsection (1)(a) even if the act was
not intended to cause such an effect, provided that a reasonable person
could have anticipated that the act would have caused such an effect.

(3) Forthe purposes of subsection (1), the act is without authorisation if the
person doing it—

(a) 1is not the owner of the relevant computerised system or part
thereof; or

(b) does not have the permission of the owner.”

(3) Insection 4(1), “or 3” is omitted and there is inserted «, 3 or 3A”.

2 Short Title
This Act may be cited as the Computer Misuse (Amendment) Act 2002.
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