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The principles of membership 

112. NATO enlargement is one of the long-standing and fundamental areas of tension in 
the NATO-Russian relationship. During our visit to Russia, we were told that NATO 
enlargement was a ‘natural’ issue of concern given that NATO is a military alliance. 
Russia’s official position on NATO is outlined in its latest foreign policy concept: 

Russia maintains its negative attitude towards the expansion of NATO, notably 
to the plans of admitting Ukraine and Georgia to the membership in the alliance, 
as well as to bringing the NATO military infrastructure closer to the Russian 
borders on the whole, which violates the principle of equal security, leads to new 
dividing lines in Europe and runs counter to the tasks of increasing the 
effectiveness of joint work in search for responses to real challenges of our 
time.196  

113. In contrast to Russia’s perception of NATO’s enlargement, NATO’s rationale for 
extending membership is that it can be a tool for greater stability and democracy within 
Europe. Russia has described NATO enlargement as a process of NATO increasing its 
sphere of influence at the expense of Russia, yet one of the essential criteria for NATO 
membership is that aspiring countries must apply to join: as Baroness Taylor pointed out 
“it does not actively recruit members”.197 The essential difference between NATO and 
Russia’s approach to Eastern Europe is that NATO recognises that these countries should 
exercise a free choice over their future destiny. 

114. NATO’s long-standing policy on membership is that European countries who want to 
join need to meet the common criteria laid down by the Alliance and be admitted by a 
consensus of existing members. A 1995 NATO study considered the merits of admitting 
new members. It concluded that enlargement would contribute to the enhanced stability 
and security of all countries in the Euro-Atlantic area by encouraging and supporting 
democratic reforms and promoting good-neighbourly relations. Aspiring members are 
expected to meet the following expectations, although meeting these does not give any 
automatic right to join: 

Aspirants would be offered the opportunity to discuss and substantiate their 
willingness and ability to assume the obligations and commitments under the 
Washington Treaty and the relevant provisions of the Study on NATO Enlargement. 
Future members must conform to basic principles embodied in the Washington 
Treaty such as democracy, individual liberty and other relevant provisions set out in 
its Preamble. Aspirants would also be expected:  

a) to settle their international disputes by peaceful means;  

b) to demonstrate commitment to the rule of law and human rights;  
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c) to settle ethnic disputes or external territorial disputes including irredentist claims or 
internal jurisdictional disputes by peaceful means in accordance with OSCE principles 
and to pursue good neighbourly relations;  

d) to establish appropriate democratic and civilian control of their Armed Forces;  

e) to refrain from the threat or use of force in any manner inconsistent with the purposes 
of the UN;  

f) to contribute to the development of peaceful and friendly international relations by 
strengthening their free institutions and by promoting stability and well-being;  

g) to continue fully to support and be engaged in the Euro-Atlantic Partnership Council 
and the Partnership for Peace;  

h) to show a commitment to promoting stability and well-being by economic liberty, 
social justice and environmental responsibility.198  

The Bucharest Summit 

115. In April 2008, NATO held a summit meeting at Bucharest where, among other things, 
the future membership of Georgia and Ukraine was discussed. In January 2008, the 
Governments of Georgia and Ukraine had requested that the Alliance grant them 
Membership Action Plans (MAPs) to set them on the road to eventual membership. The 
main features of MAP are: 

• the submission by aspiring members of individual annual national programmes on 
their preparations for possible future membership, covering political, economic, 
defence, resource, security and legal aspects;  

• a focused and candid feedback mechanism on aspirant countries' progress on their 
programmes that includes both political and technical advice, as well as annual 
19+1 meetings at Council level to assess progress;  

• a clearing-house to help coordinate assistance by NATO and by member states to 
aspirant countries in the defence/military field;  

• a defence planning approach for aspirants which includes elaboration and review 
of agreed planning targets.199 

116. In the end, NATO decided not to grant Georgia and the Ukraine MAP status. Instead, 
it created a new category of prospective membership status—it granted them Annual 
National Programmes to help them prepare for eventual membership. Commissions were 
established to help support this process. The final Summit declaration stated:   

NATO welcomes Ukraine’s and Georgia’s Euro-Atlantic aspirations for membership 
in NATO. We agreed today that these countries will become members of NATO.  
Both nations have made valuable contributions to Alliance operations. We welcome 
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the democratic reforms in Ukraine and Georgia and look forward to free and fair 
parliamentary elections in Georgia in May. MAP is the next step for Ukraine and 
Georgia on their direct way to membership. Today we make clear that we support 
these countries’ applications for MAP. Therefore we will now begin a period of 
intensive engagement with both at a high political level to address the questions still 
outstanding pertaining to their MAP applications. We have asked Foreign Ministers 
to make a first assessment of progress at their December 2008 meeting.  Foreign 
Ministers have the authority to decide on the MAP applications of Ukraine and 
Georgia.200 

117. The merits and consequences of NATO’s decision at Bucharest are fiercely debated. 
At Bucharest, the US advocated extending membership while others such as France and 
Germany opposed it. In particular, France and Germany argued that Georgia was not 
ready to join because of its unresolved territorial disputes, which risked prompting a direct 
confrontation with Russia. Baroness Taylor told us, “We did not offer a membership action 
plan because we were not ready for that”.201  

118. Russia made it clear that there would have been consequences if NATO had granted 
Georgia and Ukraine MAP status. In February 2009, President Putin threatened to target 
Russian missiles against Ukraine if the country ever hosted NATO military installations.202 
Russia felt that NATO did not go far enough in rejecting Georgia and the Ukraine’s 
application for MAP status, as NATO had still left the door open for their membership. 
Russia’s Ambassador to NATO, Dmitry Rogozin, called the Alliance’s promise of eventual 
membership an “obvious affront to any vision of partnership or democracy”.203 Some 
commentators believe that Russia’s actions in Georgia were a result of NATO’s decision at 
Bucharest, which left the door open to Georgian membership.204 Others believe that 
NATO’s failure to grant Georgia MAP status emboldened Russia to take the action that it 
did in Georgia. Andrew Wood commented, 

If I were a Georgian I might well feel, because I would feel I had been attacked, that I 
might not have been attacked if I at least had had MAP status”.205 

However, he concluded that in reality MAP status would probably have not made a 
difference to the course of events in Georgia. 
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Further enlargement 

119. Advocates of Georgian and Ukrainian membership to NATO argue that it would 
enhance the security of existing NATO members and regional stability. The Polish 
Embassy stated, 

the best tool for stabilising the Euro-Atlantic area are NATO’s and EU’s enlargement 
policies. Maintaining membership prospects and active NATO and EU assistance 
with the adjustment policies will be the best remedy for the post-Soviet region and 
may constitute a part of a constructive answer to Moscow’s politics in the area.206 

It is clear that one of the main reasons why the aspiring countries want to join NATO is 
that they believe that their security will be significantly enhanced. They believe that 
NATO’s Article 5 mutual defence clause would either deter potential attackers or ensure 
that other NATO Member States would come to their aid. A further argument put forward 
in favour of granting NATO membership is that it helps promote democracy in aspiring 
states. The FCO stated, “the strict criteria, which aspirant members must meet, help to 
entrench democratic and defence reform within these countries”.207  

120. Others argue that Russia should not be granted a veto over NATO membership. 
There are consequences of not enlarging, just as there are risks attached to extending 
membership. James Sherr argued “the surest way to create major conflict in the region 
would be for us to close the door and accept Russia’s claims to it”.208 He stated that Georgia 
and Ukraine were not yet ready to join NATO under its membership criteria, but that this 
was distinct from ruling out further enlargement.209 

121. On the other hand, others argue that extending membership would unduly antagonise 
Russia and damage Alliance unity. A recent report from a bi-partisan commission in 
Washington recommended that NATO abandon plans for extending membership to 
Georgia and Ukraine. It argued that their membership would weaken the security of 
existing members and could “seriously damage” relations between NATO and Russia.210 
Professor Margot Light suggested that extending NATO membership to Georgia and 
Ukraine could split NATO: 

I think what would really pull the Alliance apart would be the possibility of Russia 
attacking a NATO member and Article 5 being invoked. I think that really would 
split NATO completely.211 

122. Russia should not have a veto over NATO membership. The costs of NATO 
closing the door on further enlargement are as great as the costs of premature 
enlargement. Membership of NATO should be based on the performance of aspiring 
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countries in meeting the criteria for membership. We reiterate the conclusion that we set 
out in our Report, The future of NATO and European defence: 212 

NATO should continue to be open to the acceptance of new members in the Euro-
Atlantic area. The promise of NATO membership provides the Alliance with a 
means of encouraging countries on its borders to embrace internal democratic 
reform and the reform of their Armed Forces; it is a powerful tool of defence 
diplomacy. However, it is important that as new members join the Alliance they 
bring with them additional capabilities or, at the least, a commitment that would add 
to NATO’s capabilities in future. New members cannot only be consumers of 
security; they must also contribute to the common defence. 

123. Acceptance of new NATO members should continue to be performance-based; if a 
country meets the criteria for membership, and can demonstrate that it is able to 
contribute to the security of existing NATO members it should be permitted to join. 
We believe it is essential that NATO’s open door policy is maintained on this basis. 
Ending it is not in the interests of NATO or of European stability as a whole. Signalling 
that the Alliance has reached its outer limits, or ruling out further expansion, would 
consign those countries left outside NATO to an uncertain future, potentially creating 
instability on the Alliance’s Eastern fringes. Perpetuating this instability is not in the 
interests of any member of the NATO Alliance. 

Georgian membership of  NATO 

124. NATO and the Georgian Government have agreed a programme of work to prepare 
the country for membership. Georgia’s Annual National Programme priorities include 
transforming its public and private sector to promote democracy and the rule of law, as 
well as reforming the security sector, in particular revising Georgia’s national security plans 
following the August 2008 conflict.213 It is clear that further work is needed before Georgia 
is ready to join the Alliance.  

125. One of the particular areas where further work is needed is in the development of 
democracy in Georgia. In our previous Report we also concluded that before Georgia 
joined NATO: 

 it must demonstrate clearly and unambiguously the strength of its commitment to 
democracy and further democratic and political reform.214  

Since the Bucharest Summit, there have been some regressive signs in the development of 
democracy in Georgia. During our visit to the country, we heard that there were some 
significant limits on the independence of the media. Human Rights Watch stated that 
some journalists had alleged Government pressure and attacks, including during the May 
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2008 elections.215 Following the opposition demonstrations in Georgia, in April 2009, 
Human Rights Watch raised concerns about attacks on demonstrators.216  

126. Once Georgia is able to demonstrate that it has met the performance criteria for 
joining NATO, there are good arguments in favour of it joining. The process of NATO 
enlargement has helped to spread democracy and stability across Europe. Granting 
Georgia membership of NATO could help secure lasting democracy and stability in the 
country. Yet the events of August 2008 demonstrated the high stakes involved in a decision 
on whether to grant Georgia membership or not. The security of Georgia may be enhanced 
by joining NATO, but the security of existing members is unlikely to be enhanced by 
granting membership to a country that has outstanding territorial disputes. Baroness 
Taylor commented that, “territorial issues would have to be settled before we could move 
forward” on Georgian NATO membership.217  

127. Georgia’s unresolved territorial disputes considerably complicate NATO’s 
decision-making on whether to grant Georgia membership or not. On the one hand, 
Georgia’s membership may strengthen democracy and stability within the country and 
possibly beyond. On the other hand, its unresolved territorial disputes could risk 
NATO becoming embroiled in a direct conflict with Russia. While Georgia is working 
towards meeting the performance criteria for membership this issue can be avoided. 
But it can not be avoided indefinitely. At some point in the future, NATO will need to 
make a difficult decision on whether to grant Georgia membership in light of the harsh 
reality of the situation on the ground. It is vital that NATO does not allow Russia to 
dictate this decision; yet it is also vital that NATO considers the possible consequences 
arising from allowing a country to join while it has unresolved territorial disputes 
which it is in Russia’s interests to perpetuate in the short term.   

128. If NATO does grant Georgia membership it should do so to the whole of Georgia’s 
sovereign territory, including Abkhazia and South Ossetia. To do otherwise would be 
to recognise Russia’s actions in those parts of Georgia as having some legitimacy. This 
is a very serious issue to which we do not have an answer. Yet the international 
community must work to address it to produce an answer and, in doing so, reduce the 
tension between Georgia, Russia and NATO. This will be achievable only with a 
recognition by Russia that its long-term interests lie in stable and harmonious relations 
in the South Caucasus region, rather than a relationship of threats and domination.   

Ukrainian membership of NATO 

129. In our previous Report, we concluded that it was unlikely that Ukraine would be 
granted MAP status. The reason for our scepticism was that the Ukrainian population “is, 
at best, seriously divided on joining NATO and, at worst, opposed”.218 Since then this 
position appears unchanged. Dr Roy Allison told us that Ukrainian public support for 
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joining NATO “has remained consistently low”.219 It is possible that the Ukrainian public’s 
support for NATO may increase over time. During our visit to Brussels, it was suggested 
that the younger Ukrainian population were much more supportive of NATO. For 
Ukraine to have a realistic chance of joining NATO, it not only needs to meet the 
performance criteria for membership, but it needs also to demonstrate that its public 
are supportive of its membership.   

NATO’s role in defending its members 

130. There is a lively debate taking place within NATO about its role in the 21st century. 
Tension between members who want NATO to focus on its original mission and those 
who favour NATO having a global expeditionary role. The original role and purpose of the 
Alliance is enshrined in its founding document, the North Atlantic Treaty, which 
committed its signatories to:  

safeguard the freedom, common heritage and civilisation of their peoples, founded 
on the principles of democracy, individual liberty and the rule of law.220 

A key provision of the treaty is its mutual defence clause, set out in Article 5: 

The Parties agree that an armed attack against one or more of them in Europe or 
North America shall be considered an attack against them all and consequently they 
agree that, if such an armed attack occurs, each of them, in exercise of the right of 
individual or collective self-defence recognised by Article 51 of the Charter of the 
United Nations, will assist the Party or Parties so attacked by taking forthwith, 
individually and in concert with the other Parties, such action as it deems necessary, 
including the use of armed force, to restore and maintain the security of the North 
Atlantic area.221 

131. Since the end of the Cold War, the role and activity of the Alliance has changed 
considerably. The most apparent example of NATO’s global role is its command of the 
coalition mission in Afghanistan. In our Report, The Future of NATO and European 
Defence, we stated that, given the global nature of the threats NATO faces, there was no 
alternative to the Alliance fulfilling a global as well as regional role.222 At the NATO 
Summit in April 2009, held at Strasbourg-Kehl, NATO began the process of developing a 
new Strategic Concept that will define NATO’s role in the 21st century.  

132. During our visit to Estonia, we met officials and politicians who voiced their concerns 
about Russia’s action in Georgia and the implications for their country. Fears were 
expressed that NATO’s commitment to Article 5 was being watered down by a focus on 
operations outside Europe. Edward Lucas suggested that it was understandable that 
Estonia would feel vulnerable given that it has configured its forces in light of NATO’s 
requirements overseas, rather than to defend its own territory.223 NATO’s other north 
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Eastern European members—Latvia, Lithuania and Poland—have also stressed the 
paramount importance of Article 5. The UK Government has acknowledged their 
concerns. Baroness Taylor said that the changing expeditionary role of NATO “has caused 
some countries to be concerned about Article 5 protection. Therefore, I think it is right that 
we look to reassure them”.224  

133. NATO needs to ensure that a continued commitment to mutual protection—
Article 5—is at the heart of the new NATO Strategic Concept. NATO’s global role is 
vital, given the shared challenges its Member States face. Yet this should not come at 
the expense of the Alliance’s commitment towards mutual defence.  

134. Central and Eastern European NATO members are understandably concerned 
about their security. Countries such as Estonia have proved to be valuable allies, 
particularly in the ISAF mission in Afghanistan, and it is right that we reassure them 
about their security.  NATO should take steps to reassure Central and Eastern 
European NATO members that their security is of vital importance to the Alliance. 

135. There are different options for how best to reassure Central and Eastern European 
NATO members. Options include developing more extensive contingency plans for the 
possibility of attack, increasing the NATO military presence in Baltic States and setting up 
an Allied Solidarity Force.  

136. NATO has contingency plans for the possibility of military attack on its members. The 
FCO stated that following the Georgia crisis “some Allies, particularly those bordering 
Russia, asked that these plans be reviewed”.225 The FCO stated that NATO current 
contingency plans address:  

measures and arrangements for reinforcement, including Alliance political objectives 
and desired end-state; the missions ands tasks to be performed; planning 
assumptions; SACEUR’s intent; the conduct and phasing of operations; force 
requirements’ C2 arrangements and supporting measures. They are reviewed as 
required.   In addition, the NATO Response Force has seven generic contingency 
plans, one for each of its illustrative missions, which could be conducted in support 
of an Article 5 operation.  The NATO Integrated Air Defence System is also linked to 
Article 5 and has a supporting contingency plan.226 

137. However, when Estonia, Latvia and Lithuania joined the Alliance in 2004, NATO did 
not develop new contingency plans to cover the territory of its new members.227 In October 
2008, it was reported that General James Craddock, NATO’s Supreme Commander, asked 
for political authority to draw up contingency plans for the Baltic States.228 Oksana 
Antonenko argued that in light of the August war, NATO should have contingency plans 
as the Baltic States, “have a very legitimate right to be reassured; otherwise the credibility of 

 
224 Q 323 

225 Ev 132 

226 Ev 132 

227 “NATO commander seeks defense plans for Baltic states”, Radio Free Europe, 7 October 2008, www.rferl.org 

228 “NATO to draw up plans to defend ex-Soviet bloc members from Russia”, The Telegraph, 7 October 2008 



Russia: a new confrontation?    57 

 

the NATO alliance will very much be put in doubt”.229 NATO should update its 
contingency plans for responding to an armed attack on its members, including 
ensuring that these plans cover the eventuality of attack on Baltic Member States, and 
setting out NATO’s planned military response. 

138. During our visit to Estonia, we learnt about the importance that Estonia attaches to 
having a NATO military presence within the Baltic area. Estonian officials told us that 
having a highly visible NATO presence provided important symbolic value as well as 
acting as a deterrent. The importance of air-policing in the region was particularly stressed. 
NATO currently polices the airspace of its Baltic Member States. It has agreed to do so 
until 2018 and it is reported that it may do so well beyond 2020 because the Baltic States are 
unlikely to be ready to operate appropriate aircraft of their own.230 The operation is 
conducted by different NATO members on a four-month rotational basis: four NATO 
fighters are deployed to fulfil this role.231 In Estonia, we were also told that NATO exercises 
and high-level meetings in the region also helped reassure them, as well as demonstrating 
the value of NATO to their public. 

139. The then Secretary of State for Defence, the Rt Hon. John Hutton MP, proposed the 
creation of a NATO Allied Solidarity Force (ASF) at a meeting of Defence Ministers in 
Poland on 19 February 2009. Baroness Taylor told us that the proposed size of the force 
was 1,500—although earlier press reports stated 3,000.232 She explained that the proposal 
was to reassure “those countries that are concerned about being on the border and feel that 
Article 4 or 5 is important to them”.233 It was suggested that the force would comprise 
personnel from all NATO members. Group Captain Malcolm Crayford told us that the 
Allied Solidarity Force proposal was based on “the old ACE Mobile Force (Land) construct 
that we had in the 1970s and 1980s.234 That was a potential NATO deployment on the 
flanks of NATO to reassure NATO Allies.”235 During the evidence session  we queried the 
rationale for establishing an ASF, given the existing role of the NATO Response Force. 
Since then, the ASF proposal has been discussed by NATO Defence Ministers at meetings 
on 11-12 June 2009. We have been informed by the MoD that, instead of establishing an 
ASF, NATO decided to give the NATO Response Force clear responsibilities in relation to 
Article 4 and 5. These responsibilities would be made visible through planning, training 
and exercises, and would mirror the intentions behind the UK ASF proposal. We believe 
that NATO’s decision to enhance the remit of the NATO Response Force, rather than 
creating new structures, is sensible. It is vital that the NATO Response Force is able to 
reassure Central and Eastern European Member States. NATO should maintain a 
visible military presence in the Baltic States, including through the use of air-policing 
and conducting exercises in the region.  
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NATO cybersecurity and Russia  

The threat  

140. Our interest in cybersecurity in relation to Russia was prompted by media reports that 
the Russian state sponsored or colluded with cyberattacks on foreign governments, such as 
Estonia and Georgia. Cybersecurity is however a much wider issue given our increasing 
dependency on information technology to conduct personal, commercial and state 
business. Military cybersecurity is one aspect of this wider picture. The use of cyberattacks 
is increasingly being seen by governments as a legitimate and essential tool of modern 
warfare alongside conventional means. 

141. In Estonia, we learnt about the cyberattacks it suffered in April 2007. Several of 
Estonia’s banks, schools, media networks and government departments were disabled by a 
sustained attack on their computer networks. The attack was conducted through 
bombarding Estonia’s key websites with requests for information, which overwhelmed the 
systems. All of the country’s banking is conducted online and their parliament is elected 
through electronic voting.236 During our visit, it was explained that Estonia was particularly 
vulnerable to attacks as the country has a high level of internet usage and it has a 
comparatively narrow bandwidth relative to its internet use. The attacks coincided with a 
diplomatic row between Russia and Estonia over the Estonian Government’s decision to 
remove a Soviet war memorial from central Tallinn to a military cemetery nearby. The 
Estonian Government saw the memorial as a symbol of Soviet occupation, while many 
ethnic Russians living in Estonia saw it as representative of the struggle against Hitler and 
fascism. The decision to remove the statue sparked riots by Russian youths in central 
Tallinn, which left one ethnic Russian dead and over 150 people injured.237 

142. It is still not clear who was responsible for the cyberattacks on Estonia. The Russian 
Government and the pro-Kremlin state-sponsored group Nashi deny responsibility for the 
attacks. In March 2009, it was reported that a pro-Kremlin youth had claimed 
responsibility.238 The Estonian Government has not blamed the Russian Government 
directly for being responsible for the attacks, but did publish a list of internet provider 
addresses where it believed the attacks were coming from that included Russian 
Government addresses.239 

143. Georgia also experienced cyberattacks during its military conflict with Russia in 
August 2008. The Georgian Government stated that these attacks “seriously degraded” its 
ability “to communicate, and debilitated for long periods both public and private sector 
websites in Georgia”.240 The cyberattacks on Georgia have been described as an example of 
electronic warfare becoming a feature of conventional military attacks.241  
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144. Although it is not clear who was responsible for these attacks, what is clear is that they 
revealed the vulnerability of states to cyberattack. Such attacks have the potential to  cause 
significant damage and disruption to the governance, economy and security of states. If 
such attacks are instigated and directed by states, it is easy to imagine that the effects would 
be much worse than if carried out by individual hackers.   

The response 

145. Governments across the world, multinational bodies such as NATO and the EU, 
commercial and non-commercial organisations, in fact all of us have a stake in 
cybersecurity.  Many foreign governments, and in particular the US Government, have 
recognised the scale of the threat posed by cyberattack and are taking robust action. Early 
in 2009, President Obama commissioned a 60-day review of cybersecurity that made 
recommendations to ensure that the US Government adopts a cohesive and 
comprehensive approach in this area.242 The US Defence Secretary, Robert Gates, has 
ordered the establishment of a unified cybercommand to improve preparations to conduct 
offensive and defensive computer warfare.243 The EU is also taking action on cybersecurity. 
The European Commission is proposing to impose harsher penalties on people who use 
the internet to commit crimes. It is also planning to fund cybersecurity projects from a 
budget of £47 million over the next four years.244 

146. NATO adopted a policy on cybersecurity in January 2008, which was subsequently 
endorsed by Member States at the Bucharest Summit. The main tangible result of this 
policy has been the opening of the NATO Cyber Defence Centre of Excellence in Tallinn, 
Estonia, in May 2008. We visited this Centre and learned about its important work in 
conducting research and advising NATO.  

147. We also learned that, despite the strategic importance of the centre, it does not receive 
core NATO funding. Instead, it relies on the sponsorship of individual Member States— 
Estonia, Latvia, Lithuania, Germany, Italy, the Slovak Republic and Spain. Other NATO 
centres of excellence are also funded in a similar way. Estonian Government 
representatives that we met argued that NATO members, including the UK, should show 
greater support for the Cyber Defence Centre of Excellence. We asked the Minister for 
NATO why the UK Government was not funding the Centre. She said: 

there is a limit to what you can do collectively in terms of cybersecurity […] We were 
asked if we wanted to contribute to the Cyber Defence Centre but we felt that other 
things we were doing were more important and we should concentrate on those.245  

148. On 25 June 2009, the Prime Minister launched the UK’s first national cybersecurity 
strategy. The Government announced the creation of a dedicated Office of Cybersecurity, 
within the Cabinet Office, that will lead on cybersecurity across government. A new multi-
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agency cybersecurity operations centre in Cheltenham will also be established to provide 
the coordinated protection of the UK’s information technology infrastructure.246  

149. During our inquiry we were unclear of the exact contribution of the MoD to national 
cybersecurity. We requested a memorandum to clarify this matter.  The MoD describes its 
contribution to the Government’s policy in the following terms: 

The MOD provides technical advice and expertise to the civilian agencies responsible 
for the UK’s national information infrastructure. It is closely involved in the cross-
Departmental project led by the Cabinet Office to consider the UK’s overall 
approach to cybersecurity and develop a National Cybersecurity Strategy. 

As in the case of more traditional forms of attack, the Government would be able to 
draw on a range of instruments of national power in responding to a cyberattack. 
Along with technical, legal, political, economic and other instruments, the threat or 
use of military force is also of course an option in cases of very serious attack.247  

150. In taking forward work on cybersecurity, we were told during our visit to the Cyber 
Defence Centre in Estonia that there were significant legal and political issues to be 
resolved. Rain Ottis, one of the Centre’s senior scientists, was reported as saying: 

In the absence of a clear legal framework for dealing with cyberattacks, it’s very hard 
to decide whether to treat them as the beginning of armed conflict.248 

151. The UK, alongside many other countries, faces an increasing threat of cyberattack. 
Cybersecurity is an issue of increasing significance for the UK and NATO as society 
becomes increasingly dependent on information and communication technology. The 
cyberattacks on Estonia and Georgia demonstrate the importance of the UK and 
NATO developing robust resilience.  

152. We welcome the Government’s publication of a National Cybersecurity Strategy 
and the establishment of new offices to coordinate and implement cybersecurity 
measures. Despite information from the MoD, we are still not clear what the exact role 
and contribution of the MoD is towards national cybersecurity. In the Government’s 
response to our Report, we recommend the Government to set out more clearly the 
MoD’s current and future work in relation to national cybersecurity. The MoD should 
also ensure that the importance of cybersecurity is reflected within its planning and 
resource allocation.  

153. Given the importance that the Government now attaches to national cybersecurity, 
we call on it to explain its decision not to sponsor the NATO Cyber Defence Centre of 
Excellence. The UK Government should urge NATO to recognise the security challenge 
posed by electronic warfare in NATO’s new Strategic Concept. NATO should give 
cybersecurity higher priority within its planning to reflect the growing threat that this 

 
246 Cabinet Office website, accessed 25 June 2009 

247 Ev 170 

248 “The fog of Cyberwar”, Newsweek, 27 April 2009, p 51 



Russia: a new confrontation?    61 

 

poses to its members. NATO should ensure that the work of the Cyber Defence Centre 
of Excellence is fully supported, including financially.  



62    Russia: a new confrontation? 

 

 

5 European security and Russia 

EU relations 

154. Russia has historically regarded the EU with less suspicion than NATO, as the EU was 
not founded as a military alliance. Justin McKenzie Smith, an FCO official, described the 
Russian perspective on the EU as “a neighbouring organisation that does not have the 
mythology or history of threat that NATO does in Russian minds”.249 This means that the 
EU is potentially able to engage with Russia in a different way than NATO, despite the 
considerable overlap in membership of the two organisations. The strong EU-Russian 
commercial relationship provides added impetus to the pursuit of good relations between 
the two: Russia is the EU’s third biggest trading partner.250  

155. Since 2003, the EU has been engaged in an effort to define its strategic priorities and 
improve further the military capabilities of its Member States. In December 2007, EU 
Heads of State and Government signed the Treaty of Lisbon, which enshrined the 
European Security and Defence Policy (ESDP) in a treaty for the first time. Russia has 
responded positively to the EU’s security and defence remit by providing military 
cooperation. For example, Russia is providing helicopter support to the EU mission in 
Chad. The Russian military has also cooperated with the EU’s operation ATALANTA 
against piracy off the coasts of Somalia and Yemen. Russia benefits from this politically and 
practically be enabling its military to train alongside other forces.  

156. In contrast to Russia’s clear opposition to NATO enlargement, Russia has not yet 
actively opposed the EU’s enlargement.251 Russia has, however, been increasingly uneasy 
about the impact of the new EU members on the EU’s attitude towards Russia. The newer 
members are far more sceptical of Russia and its regional ambitions than longer-standing 
Member States.252 Russia has also been uneasy with the EU’s Eastern Partnership, which 
held its inaugural Summit on 7 May 2009. The objective of the partnership is to strengthen 
the EU’s ties with six former Soviet Union States—Armenia, Azerbaijan, Belarus, Georgia, 
Moldova and Ukraine. Denis Corboy told us that Sergei Lavrov, the Russian Foreign 
Minister, described the EU Eastern Partnership as “a sphere of influence”.253 However, 
Mirek Topolánek, President of the European Council, said, “the Eastern Partnership 
should not reinstate blocks or the fight for spheres of influence”.254 

157. The current legal framework for EU-Russian relations is set out in the Partnership and 
Cooperation Agreement (PCA), which came into force in December 1997. The PCA 
established a system of formal contacts and joint institutions. In June 2008, the EU 
launched negotiations with Russia on a new PCA, only to suspend them a few months later 
following Russia’s actions in Georgia. In November 2008, the EU decided to resume 
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negotiations after further reviewing the situation. The UK Government supported the 
restart of these negotiations. The FCO stated: 

We hope that the negotiations themselves will bind Russia into a robust agreement: 
requiring them to conform to international norms while serving EU interests on 
important issues such as human rights, climate change and energy security and will 
not be unconditional reflecting the review of EU-Russia relations and by ongoing 
Russian actions in Georgia and elsewhere.255  

Caroline Flint told the House of Commons that the resumption of negotiations was 
important to enable common challenges to be tackled: “the best way to make progress on 
these issues is for Europe to talk to Russia honestly and openly”.256 She also added that the 
resumption of negotiations was:  

in no way a return to business as usual. EU Ministers agreed that the pace and tone 
of the negotiations would be informed both by the review itself and by Russia’s 
fulfilment of its obligations under the ceasefire agreements.257  

158. We welcome the resumption of a dialogue between the EU and Russia on a new 
Partnership and Cooperation Agreement. Yet the Government’s position, that the 
‘pace and tone’ of negotiations on a new PCA will be informed by Russia’s fulfilment of 
its obligations under the ceasefire agreements in Georgia, does not provide sufficient 
clarity on the Government’s position. The Government should make a clear public 
statement that it will not sign up to a new Partnership and Cooperation agreement 
unless Russia honours its ceasefire commitments. 

159. Russia has a preference for dealing with EU Member States bilaterally, rather than 
through the multilateral EU. Russia’s 2008 Foreign Policy Concept states that EU relations 
are of “key importance”, yet also adds the caveat that “Russia will seek due respect for its 
interests, including in the sphere of bilateral relations with individual EU member 
countries”.258 Countries such as Germany have strong relations and commercial links with 
Russia. In the view of Dr Alex Pravda, “Moscow is encouraged to persist with bilateralism 
by the disunity it sees within EU ranks”.259 A bilateral approach enables Russia to secure 
itself the best deals and play one country off against another. It is an approach that it adopts 
in its dealings with other multinational organisations such as NATO, as well as its dealings 
with the EU. 

A new European security architecture 

160. In June 2008, President Medvedev proposed establishing a new European security 
architecture:  
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Our predecessors during the Cold War years managed to draw up the Helsinki Final 
Act (which, as the legal foundation for the European system, has withstood the test 
of time despite all the difficulties encountered), and so why should we not be able to 
take the next step today? Namely, drafting and signing a legally binding treaty on 
European security in which the organisations currently working in the Euro-Atlantic 
area could become parties.260 

161. During our visit to Moscow, we were told that Russia needed the new agreement to 
have a voice in decision-making on European security, which it does not currently have.  It 
was also argued that the existing security architecture is unable to respond to common 
security challenges. Russia wants the agreement to focus on hard security issues such as 
arms control, observance of international law and respect for territorial integrity. It also 
wants the agreement to be legally binding. The proposals have been described by Russia as 
a new ‘Helsinki-2’ agreement.  

162. Many witnesses expressed scepticism about Russia’s proposals. Dr Alex Pravda told us 
“we should of course be wary […] of talk of a greater Europe being exclusionary in terms of 
the United States’ role both in European security and political and economic matters”.261 
Andrew Wood suggested that the proposals if implemented would undermine the primacy 
of NATO’s security role. He also commented: 

The Russian record of subscribing to and fulfilling the agreements they have signed 
is not particularly distinguished, so I personally would have no faith at all in 
replacing NATO with a set of agreements whereby we would all promise not to 
interfere with each other’s internal affairs and so on.262 

Denis Corboy argued that one of Russia’s motives behind its proposals was “to reduce the 
humanitarian dimension” in existing international agreements.263 A further problem with 
Russia’s proposal is that it is short on detail. Dr Alex Pravda commented, “quite typically of 
Russia, this is a framework without content, an invitation to contribute and to give them 
ideas”.264 During our visits, European diplomats stressed the vagueness of the proposals, 
which made it difficult to respond. 

163. Despite the scepticism expressed by our witnesses about Russia’s motives in proposing 
a new European security architecture, many argued that it was necessary or desirable to 
have an open dialogue with Russia on this issue. Martin McCauley and Dr Alex Pravda 
both believed that “we should welcome the opportunity” for dialogue.265 Andrew Wood 
concurred, but in answer to the question of whether it would lead to practical results he 
believed this was “outside the realm of a sensible prediction”.266 

 
260 Ministry of Foreign Affairs of the Russian Federation, President of Russia Dmitry Medvedev's Speech at Meeting with 

German Political, Parliamentary and Civic Leaders, 5 June 2008 

261 Q 136 

262 Q 232 

263 Q 232 

264 Q 136 

265 Q 136 

266 Q 232 



Russia: a new confrontation?    65 

 

164. Some European states have responded positively to the idea of a new European 
security architecture; France and Germany have both expressed interest in debating 
Medvedev’s proposals.267 Others are waiting on the new US administration’s attitude 
towards the proposal before responding. The UK Government’s position is that it is open 
to holding discussions so long as these talks are not limited to ‘hard’ security issues. 
Caroline Flint stated, “you cannot consider just the hard security issues but also human 
rights, economic and geopolitical issues”. She also added, “I am afraid that the last two are 
areas that the Russians have not wanted to include as part of the discussions”.268  

165. Despite a general understanding that further dialogue with Russia on this issue is 
necessary, there is no consensus over the format of future consultations. President 
Sarkozy’s suggestion that a summit of OSCE heads of states and governments takes place 
in mid-2009 has not so far been accepted.269 The OSCE Chairperson-in-Office, Greek 
Foreign Minister Dora Bakoyannis has said, “modesty, consolidation and time are needed 
for the discussions on how to develop the European security architecture”. She pointed out 
that the 1975 Helsinki Final Act, which led to the creation of the OSCE, was preceded by 
lengthy discussions including 2,400 meetings and deliberations on 4,660 proposals.270 Dr 
Alex Pravda described the OSCE as the “natural starting place” for discussions.271 On the 
other hand, Martin McCauley argued that the OSCE “has become rather toothless”, so it 
was necessary for the “NATO-Russia Council or some other grouping” to discuss Russia’s 
proposals.272 

166. We note the concern expressed by witnesses about Russia’s motives in proposing a 
new European security architecture. We are not convinced that there is a need for such 
a new architecture, which may undermine the primacy of NATO’s security role. 
Nevertheless, engagement with Russia on this matter is necessary to understand their 
security concerns. The current proposals are vague; Russia needs to come forward with 
further details of its proposals to enable a meaningful dialogue to take place. The UK 
Government should maintain its willingness to engage with Russia on this issue, but 
should make clear that it will not commit to an agreement that overrides existing 
commitments to NATO and human rights. We support the OSCE’s role in taking 
forward initial discussions on the new security architecture.  
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6 European energy security and Russia 
167. The extent of Europe’s dependency on imported energy, and in particular on Russian 
supply, has become an increasingly prominent issue in recent years. The European 
Commission estimates that gas imports, as a proportion of Europe’s total gas supplies, will 
increase from 61 per cent to 84 per cent by 2030 as Europe’s own gas production falls and 
demand rises.273 In 2006, it was estimated that around a half of EU gas imports came from 
Russia.274 The extent to which EU countries are dependent on Russian energy varies 
considerably. Some EU states—including Lithuania, Latvia, Estonia, Finland, Slovakia and 
Bulgaria—depend on Russia for 100 per cent of their gas needs. The UK is far less 
dependent on Russian energy. The CBI estimates that currently less than two percent of 
UK gas imports originate in Russia.275 Yet overall the UK is dependent upon imports to 
meet its energy needs: 40 per cent of gas was imported in 2008 and as much as 80 per cent 
of its gas is expected to be imported by 2015, as North Sea production declines.276 

168. The EU is also dependent on oil imports. In 2006, nearly 85 per cent of the oil used 
was imported from third countries, with Russia accounting for approximately one third of 
imports. By 2030 it is estimated that the EU will import approximately 93 per cent of its oil 
owing to the uneven global distribution of reserves.277 During our visit to Estonia, we learnt 
that although it does not currently import oil from Russia, it may be forced to import oil in 
the future owing to the increased cost of EU oil because of the changes to the EU Emissions 
Trading Scheme.  

169. Many witnesses argued that Russia is increasingly using energy as a tool to pursue 
aggressively its foreign policy objectives, with the most prominent example being the 
recent gas dispute with Ukraine. Some observers, such as Edward Lucas, point to the 2003 
‘Russian Energy Strategy to 2020’ as proof that Russia believes that its role in world energy 
markets should be an instrument of state foreign policy.278 Professor Alan Riley believed 
that there were three potent elements of Russia’s energy weapon: 

First, the threat of the energy cut off. Vulnerable states live in the shadow of that 
threat, that particularly in winter, their people could be shut off from heating and 
lighting and their industries shut down. The second element of the energy weapon is 
the pipeline strategy of building additional pipelines without very much more gas 
supply giving Gazprom and the Kremlin the power to switch supply between 
favoured and disfavoured customers: In effect enhancing the impact of the threat of 
an energy cut off. The third element of the energy weapon is the ability to lever 
Gazprom’s monopoly and dominant position to maintain dependence of the Baltic, 
Central and Eastern European states by contractual measures, acquisition and 
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control of infrastructure and to deny any potential competitor a foothold in 
Gazprom’s commercial ‘territory’.279  

170. John Roberts told us that Russia was using energy as a political tool through the threat 
of cutting off energy supply to former Soviet Union States. Professor Jonathan Stern agreed 
with this yet also argued that many of the countries that have been threatened with cut offs 
did not pay market rates for their energy, “so a great deal of Russian cut offs of energy have 
been largely commercial problems with these countries incurring massive amounts of 
debt”.280 

171. The Kremlin has also increased its influence over internal EU energy matters. One of 
the ways that it has achieved this is by promoting the acquisition of ‘downstream’ assets in 
Europe by the Russian state-owned company Gazprom; this includes the purchase of 
pipelines, refineries, storage facilities and other infrastructure. Edward Lucas argued that 
Russia “wants to use those assets to exert political pressure”.281 The supply of energy 
imports to the EU has been disrupted by other countries: Russia benefits from these 
disruptions as they increase EU reliance on Russian energy.  

The Russia-Ukraine gas dispute 

172. Gazprom cut gas supplies for Ukrainian consumption on 1 January 2009 and cut off 
all deliveries to Europe via the Ukraine on 7 January 2009.282 This crisis erupted after 
Ukraine rejected a request from Russia to pay an increased cost of $250 per 1000 cubic 
meters of gas in 2009. This rejection prompted Prime Minister Putin to demand that 
Ukraine pay the full market rate of $450—the rate paid by EU countries. Ukraine rejected 
this request and Russia then cut off gas supplies. During the dispute, Russia claimed that 
Ukraine siphoned off gas supplies that were destined for other European countries—a 
claim denied by Ukraine. This latest gas dispute followed a series of disputes between the 
two countries. For example, In January 2006, Gazprom had cut off gas supply to Ukraine 
until it agreed to pay a substantially higher rate.  

173. The gas crisis left some European countries with major shortages during a cold spell. 
The impact was most acutely felt in Bulgaria, Romania, Greece, Macedonia, Croatia, 
Serbia, Bosnia and Turkey. Many states had to shut industrial plants and domestic heating 
systems, close schools and use alternative sources of fuel. The UK gas market was largely 
unaffected, although for a few days during the dispute, spot gas prices rose.283 

174. On 19 January 2009, Russia and Ukraine reached an agreement, brokered by the EU, 
which resulted in the resumption of the gas supply. The Times reported that Yulia 
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Tymoshenko, the Ukrainian Prime Minister, agreed to “pay the same as Europe minus a 20 
per cent discount this year and to shift to full-cost pricing in 2010”.284  

175. The trigger for the gas dispute was commercial, yet it is not difficult to see that it was 
also political. John Roberts stated, “there can be no such thing as a purely commercial 
dispute between Russia and Ukraine”.285 Commentators speculated that Putin was 
attempting to destabilise the Ukrainian economy and political system, and particularly the 
Ukrainian President’s position in response to Ukrainian support for Georgia. On the other 
hand, the Russian President Medvedev asserted that dispute was caused by an internal 
Ukrainian power struggle between the Ukrainian President Yushchenko and Prime 
Minister Tymoshenko.286 

176. Regardless of the causes of the Ukraine-Russia gas dispute, it is clear that it has 
damaged the reputations of both countries as reliable suppliers. The threat and reality 
of Russia cutting off energy supply demonstrates the need for the EU to reduce its 
energy dependency on Russia and diversify energy supply. 

Supply diversification 

177. Both the EU and the UK are committed to the goal of energy diversification. In 
November 2008, the European Commission published its second Strategic Energy Review; 
this stated that the second priority—after investment—was to diversify Europe’s energy 
supply.287 One of the key arguments in favour of diversification is that it would reduce the 
EU’s dependency on Russia, which leaves it vulnerable to the threat and reality of energy 
cut offs. Further arguments made are that Russia may be unable to meet the EU’s future 
energy demands and that it is advisable to provide insurance against technical problems, 
theft, sabotage or terrorism. Denis Corboy told us “having alternative sources of energy is 
fundamental”.288 

178. Some have questioned the extent to which the EU needs to diversify its energy 
supplies given the reduced EU demand for energy as a consequence of the global financial 
downturn: Professor Jonathan Stern pointed out that there had been a fall in demand for 
gas.289 It is too early to judge what the long-term effect of the global economic crisis will 
be on future EU energy demand. Yet the EU needs to press ahead in diversifying its 
energy supply to ensure that it is not vulnerable to supply disputes. 

179. There are many options on how best to diversify EU energy supply. A paper by the 
Oxford Institute for Energy Studies stated that in the short term the focus should be on 
improving the interconnection between central and south-east European countries; in the 
medium term on developing pipelines that bypass Ukraine; and in the longer term 
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developing pipelines such as Nabucco.290 There are a number of new pipelines that are 
either under development or proposed: in particular the Nord Stream, South Stream and 
Nabucco pipelines. Nord Stream links Russian gas directly to Northern Europe through 
Germany. South Stream would connect Russian gas to Bulgaria through a route under the 
Black Sea. And, the Nabucco pipeline would run from Turkey up through the Balkans to 
Austria.  

180. Professor Alan Riley said: 

from a European and indeed a commercial perspective there is no real need for Nord 
Stream or South Stream. Both involve the building of new undersea pipelines 
generating significant financial and environmental costs.291 

He argued that the Ukrainian pipeline was currently underused so could transport 
more gas at a cheaper cost. He also argued that Gazprom “is facing a gas supply 
deficit” so would be unable to increase its export capacity that these pipelines are 
intended to provide.292 

John Roberts explained that the Nord and South Stream pipelines were “essentially 
pipelines that serve existing production areas; they do not bring new supply online”.293 
Professor Alan Riley argued that: 

the impact of the two pipelines would be to increase the vulnerability of Central and 
Eastern European states to supply dependency and the threat of cut off.294  

However, Professor John Stern told us that Nord Stream would be useful to Europe on the 
basis that it would “enormously assist in any kind of crisis that we might have in Ukrainian 
transit”, though stressed that this would not be a complete answer.295  

181. In contrast to the limited benefits for Europe arising from Nord and South Stream, the 
proposed Nabucco pipeline is viewed by many as capable of delivering more substantial 
benefits. John Roberts told us that Nabucco is important so that “Caspian gas routinely 
reaches mainstream EU markets by commercial channels”.296 Edward Lucas argued that 
the benefits of Nabucco are threefold: 

First, it would free countries such as Turkmenistan and Kazakhstan from total 
dependence on Soviet-era pipelines: this allows the Kremlin to dictate the price and 
quantity of their exports. Second, it would allow European gas companies to bargain 
with Gazprom from a position of greater strength. Perhaps most importantly of all it 
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would signal to the Kremlin that Europe is able to deal jointly with energy security in 
a serious way.297 

182. Construction on the Nabucco pipeline is planned to start in 2010 and to be completed 
by 2013. Edward Lucas pointed out “problems have arisen at every point”.298 The pipeline 
needs to access gas from four possible sources—Iraq, Iran, Azerbaijan and Central Asia. 
The politics of securing these countries’ agreement is complex and difficult. Edward Lucas 
asserted that Russia has blocked the development of the pipeline through the Caspian Sea 
through diplomatic and military means.299  

Figure 3: Map of selected current and proposed gas pipelines across Europe 

Source: Produced by TSO based on an image in the Economist, 8 January 2009 

The energy security role of EU and NATO  

183. Professor John Stern said that the EU is divided on its energy security policy. He told 
us: 

I feel that the EU is split down the middle, between the old Member States who are 
largely prioritising carbon reduction and the new Member States who are largely 
prioritising security of supply, by which they mean reducing dependence on 
Russia.300 
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Edward Lucas argued that the EU had been “faffing around” for years on building the 
Nabucco pipeline with no success.301 The House of Lords European Union Committee 
concluded in its follow-up report on EU and Russian relations:  

More vigorous action needs to be taken by the EU to diversify gas supplies, to 
increase gas storage capacity and to encourage the development of the Nabucco 
pipeline.302  

184. The energy relationship between Russia is characterised by interdependency. Russia is 
also dependent upon the EU to buy its energy, which means that Russia needs the EU’s 
goodwill. A total of 80 per cent of Russian oil exports and 60 per cent of its gas exports go 
to Europe. This means that the EU has the potential to have leverage with Russia if the EU 
is able to implement a consistent and united approach to energy. The UK Government 
should work within the EU to pursue a united approach to energy security and the 
prioritisation of developing the Nabucco pipeline. 

185. Energy security is not only of interest to the EU. In recent years some, including Jaap 
de Hoop Scheffer, Secretary General of NATO, have argued that NATO should also have a 
role in energy security. In a Royal United Services Institute (RUSI) journal article he stated, 
“I firmly believe that the security dimension of our energy supply, and hence the need for 
NATO to focus on this issue, will become even stronger in the future”.303 NATO’s Summit 
Declaration 2009 identified energy security as one of the key challenges that the Alliance 
faces. At the Bucharest Summit, the Allies noted a report on “NATO’s Role in Energy 
Security,” which identified guiding principles and outlines options and recommendations 
for further activities. The report identified five areas where NATO could provide added 
value:  

• information and intelligence fusion and sharing;  

• projecting stability;  

• advancing international and regional cooperation;  

• supporting consequence management;  

• and supporting the protection of critical infrastructure.304  

186. There are, however, different views on the extent to which NATO should be involved 
in energy security. John Roberts argued that the EU could provide the “soft power”; yet 
argued that either “NATO or perhaps some new hybrid of EU/US security cooperation” 
needed to guarantee the physical security of pipelines in Azerbaijan, Kazakhstan and 
Turkmenistan to secure the agreement of these countries in investing in the necessary 
infrastructure.305 On the other hand, Andrew Wood stated, “I would not think that NATO 
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ought to be the lead organisation” on energy security.306 Denis Corboy suggested that 
involving NATO would change the climate of the debate and lead to a negative Russian 
reaction.307 

187. In our view NATO should have a role in energy issues but it should not play a 
leading role; this is more appropriately a matter for the EU. Nevertheless, energy is an 
issue that it is legitimate for NATO to be concerned about because there are significant 
security implications arising from the possibility of disputes between countries over 
energy supplies and the potential for states to use their military assets to defend 
pipelines. The Government should work within NATO to develop an approach on 
energy issues that focuses on the security aspects of the energy agenda.  
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7 Global security  

Russia’s global role 

188. Russia is a major player on the world stage. Its influence over world affairs has a 
significant effect on international security. It is a member of the UN Security Council; it 
has the largest nuclear arsenal in the world and thereby a critical role in securing nuclear 
disarmament and non-proliferation, as well as a vital role in responding to the global 
economic crisis. 

189. Russia has a complex relationship with the West. The triangle formed by its pattern of 
bilateral relations with the United States and with China is also of particular interest, as it 
will have a crucial effect on the climate for international cooperation. Russia has perceived 
itself to have been unjustly ignored in this triangle of major powers in the last two decades, 
especially in terms of its relations with the United States. As Professor Margot Light put it: 
“I think the single most important Russian foreign policy aim is to be taken as seriously by 
the United States as Russia takes the United States.”308 Our witnesses felt there was some 
justification for this underlying Russian resentment at the way the US and other western 
powers had dealt with Russia over a number of issues.309 On the other hand, Russia is also 
an Asian power both within its own territory and in its relations with the new republics 
that were formerly part of the Soviet Union. As Martin McCauley told us:  

Central Asia is between Russia and China [...] Central Asia has no intention of 
becoming subservient to Moscow, nor would China, in fact really favour that [...] 
China is economically and politically attempting to pull Central Asia towards 
itself.”310  

This triangle of relationships has a critical effect on global politics but also risks excluding a 
European voice from major involvement in strategic issues.311 

190. President Obama’s stated desire to ‘reset’ US-Russian relations appeared to signal a 
new start in their relations. Denis Corboy told us that President Obama’s approach was 
significant, as it had changed the atmosphere of the debate.312 However, despite the positive 
rhetoric, a number of contentious issues continue to divide Moscow and Washington, 
including how to deal with Iran and the US’s Ballistic Missile Defence plans. A strong 
bilateral relationship between the US and Russia is vital for global security. Yet it is also 
important for European security that this relationship does not come at the expense of 
the NATO-Russian relationship. 

191. China—the third component in Russia’s triangle of relations—is of growing 
importance in shaping the future dynamic of international relations because of its 
economic and military power. Its increasing population may also be a cause of concern to 
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Russia in the future as people in the over-populated areas of China migrate to eastern 
Russia. Oksana Antonenko told us that Russia has acknowledged that it is “no longer the 
sole player”.313 She pointed out that Russia had continued to work within the Shanghai 
Cooperation Organisation despite the refusal of all other members to support Russia’s 
recognition of South Ossetia and Abkhazia.314 Martin McCauley argued that in the long 
term he would “see China winning that relationship” between China and Russia over 
Central Asia.315 

192. The legacy of past disagreements between Russia and the West influences current 
relations. Yet engagement is marked by positive areas of cooperation as well as tension. 
Russia is actively engaging with the United States in developing a new arms control treaty. 
Russia has also cooperated closely with NATO on several practical areas that have been 
explored in the previous chapter. Yet the likelihood of Russia cooperating on arms control 
will undoubtedly be influenced by other factors. Areas of particular disagreement between 
Russia and the West have been the issue of Ballistic Missile Defence and the issue of how to 
deal with Iran.  

Cooperation: Arms Control 

193. Russia has been cooperating with the US in reaching a new agreement on nuclear 
arms control to replace the 1991 Strategic Arms Reduction Treaty I (START I) that expires 
on 5 December 2009. START I commits the US and Russia to reducing their nuclear 
warheads. In April 2009 the US and Russian Presidents announced new talks on a treaty to 
replace START I. Russia and the United States have directed their negotiators to report on 
progress achieved in working out the new agreement by July 2009.316 

194. Russian cooperation on arms control is vital for any international progress on non-
proliferation. Reaching a new agreement would represent significant progress in 
overcoming the legacy of disagreements on international arms control issues, in particular 
disagreement on the Conventional Forces in Europe (CFE) Treaty. In December 2007, 
Russia suspended its participation in the CFE Treaty—despite no provision for suspending 
participation being allowed in the treaty terms. The treaty was drawn up at the end of the 
Cold War, signed in 1990, to limit equipment holdings and to enable exchanges of detailed 
information about conventional forces among State Parties. The FCO stated, “NATO allies 
and the Russian Federation have been at loggerheads over the CFE regime for most of the 
last ten years”.317 Russia’s key recent complaint has been that the Treaty’s system of bloc-
based limitations on military equipment had become unbalanced. Since the Treaty was 
signed, NATO had extended its membership and the treaty does not cover these new 
countries.318 A further problem is that NATO allies refused to ratify the 1999 Adapted CFE 
Treaty as it argued that Russia has refused to honour its CFE commitments to withdraw its 
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forces from Georgia and Moldova. Many have argued that the treaty is outdated and needs 
replacing. Oksana Antonenko stated: 

The CFE Treaty seems to be dead, and there is a danger that arms control more 
generally has been discredited. It is up to NATO to get the ball rolling on reviving the 
treaty or negotiating new confidence-building and transparency mechanisms to 
replace it.319  

195. The Foreign Affairs Committee in its Report, Global Security: Non-Proliferation, 
recommended, “that the Government should offer every assistance to facilitate a speedy 
and productive conclusion to the negotiations” on a treaty to replace START I.320 We 
welcome the US-Russian negotiations on a nuclear arms reduction treaty to succeed 
START I. We support the recommendation made by the Foreign Affairs Committee in 
its Report, Global Security: Non-Proliferation, that the Government should offer every 
assistance to facilitate a speedy and productive conclusion to the negotiations on a 
treaty to replace START I. We ask the Government, in its response to our Report, to set 
out what steps it has taken to facilitate an agreement.  

Challenges for international cooperation 

Ballistic Missile Defence  

196. One of the key sources of tension between Russia and the US has been Ballistic Missile 
Defence (BMD). The US claims BMD will enhance global security; in contrast, Russia 
argues that BMD is a threat to its security. The current US plans for the deployment of an 
integrated, multi-layered BMD capability were announced by the Bush administration in 
December 2002. The intention of the system is to defend the US and its allies from ballistic 
missile attack at any point during the three phases of the incoming missile’s trajectory, and 
against all types of ranges of ballistic missiles.321 Originally, the US plans were for BMD to 
protect only the USA from attack. When these plans were extended to cover its allies, the 
need to establish a third interceptor site outside the continental US was identified. Poland 
has agreed to host the deployment of 10 missile defence interceptors and the Czech 
Republic a radar station. 

197. The Russian leadership is strongly opposed to the deployment of BMD assets in 
Poland and the Czech Republic. In February 2007, President Putin hinted that if the US 
was to go ahead with its plans then Russia might respond by pulling out of the 1987 Treaty 
on Intermediate-Range Nuclear Forces (INF). On 5 November 2008, President Medvedev 
announced that it would deploy Iskander short-range surface-to-surface missile systems to 
the Russian enclave of Kaliningrad in order to neutralise ‘if necessary’ the BMD system 
being deployed in Poland and the Czech Republic—although Russia has since reined back 
from this.322  
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198. Partly because of Russia’s reaction, some European states have questioned whether 
BMD will enhance security. President Sarkozy said, in November 2008, that the planned 
deployment “would bring nothing to security in Europe. It would complicate things”.323 
Some of our witnesses also expressed misgivings about BMD. Professor Margot Light said: 

My real fear is that by the time we know whether BMD works or not, it will already 
have undermined European security so that it will not serve as anything that will 
bolster European security.324 

199. It is unclear whether President Obama will go ahead with BMD. During the 
presidential election campaign, President Obama expressed scepticism over the cost and 
technological feasibility of the programme: “Missile defence requires far more rigorous 
testing to ensure that it is cost-effective and, most importantly, will work […]”.325 On 6 
April 2009, the US Defense Secretary announced $1.4 billion cuts in the defence budget 
that may affect the speed and pace of European elements of the US’s BMD plans. The 
Washington Post reported that the US Administration wants to see whether Russia can be 
brought into the programme.326   

200. President Obama faces difficult choices on whether to go ahead with BMD as 
originally planned; modify plans to try to accommodate Russia; or abandon BMD 
completely. All choices have merits and associated risks. Going ahead with the BMD 
proposals risks antagonising Russia for a system reliant on unproven technology. 
Abandoning BMD plans may risk being interpreted by Russia and others that the US has 
given in to Russian demands.   

201. The FCO outlined the Government’s position on BMD: 

We remain supportive of a system which counters the growing threat from states of 
concern. Going forward it will be important for Russia and the US to work together 
in this area and for NATO to remain engaged.327  

Baroness Taylor told us: 

if we do not have ballistic missile defence there is vulnerability. If you remove that 
vulnerability by removing the potential of others to threaten Europe and the United 
States that is very welcome, but the guarantees would need to be very significant.328  

202. The Foreign Affairs Committee reached the following conclusion in its recent Report, 
Global Security: Non-Proliferation: 

We are not convinced that, as they are currently envisaged and under current 
circumstances, the United States’ planned ballistic missile defence (BMD) 
deployments in the Czech Republic and Poland represent a net gain for European 
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security. We conclude that if the deployments are carried out in the face of 
opposition from Russia, this could be highly detrimental to NATO’s overall security 
interests. We reaffirm our 2007 recommendation that BMD in Europe should be 
developed, if at all, as a joint system between the US, NATO and Russia..329 

203. We are not convinced that European security will be enhanced by the United 
States’ planned ballistic missile defence (BMD) system as currently envisaged. If the US 
decides to press ahead with its BMD plans, we recommend that the Government seek 
ways to involve Russia in its development.  

Iran  

204. Russia has held a different position from that of most Western countries on the extent 
to which Iran presents a threat to global security and on how best to conduct relations with 
it. Many Western states are deeply concerned about the threat of Iran developing nuclear 
weapons. There have been five UN Security Council resolutions on this issue, which called 
on Iran to halt its uranium enrichment until confidence was restored in the exclusively 
peaceful nature of its nuclear programme. Iran has failed to comply with these resolutions 
and continues to assert its right to develop its nuclear programme without interference. A 
further concern is that if Iran develops nuclear weapons this may prompt other regional 
powers to follow suit. Russia publicly shares the West’s concerns about Iran; President 
Medvedev has stated that Russia does not want to see the development of Iranian nuclear 
weapons capability. This was also a clear message during our visit to Moscow.  

205. The extent to which Russia has leverage over Iran is contested. Alexander 
Khramchikhin, a researcher with the Institute for Political and Military Analysis, argued 
that Russia actually has little leverage. In contrast, others such as the Commission on US 
Policy towards Russia concluded that Russian cooperation “could contribute substantially 
to a successful outcome”.330 Russia’s influence over Iran is based in particular on its export 
of arms to Iran, its membership of the UN Security Council and its relationship in helping 
Iran develop its civil nuclear capability. Russia is a key arms exporter to Iran: in March 
2009, Russian news agencies reported that Russia had signed a contract to sell S-300 air-
defence missiles to Iran—although the Kremlin denied this. The US wants Russia to back 
out of this contract as the weapons would protect Iran’s nuclear facilities.331 Russia has also 
assisted Iran with the construction of its nuclear reactor at Bushehr and the provision of 
uranium to power the plant.  

206. As well as the issue of whether Russia is able to exert significant influence over Iran, 
there is the crucial issue of whether Russia is willing to do so. Russia’s role in condemning 
North Korea’s launch of a long-range rocket, in May 2009, could be seen as a positive 
indication of Russia’s potential to cooperate with the West on Iran. Professor Margot Light, 
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in evidence to the Foreign Affairs Committee, suggested that Russia preferred an approach 
of engagement with Iran rather than punitive measures, such as sanctions.332  

207. A further issue is the reported claim that President Medvedev is seeking a trade-off 
with the US—cooperation on Iran in exchange for abandoning BMD. President Obama 
indicated in a private letter to President Medvedev that there would be less need for BMD 
if the threat of Iran developing nuclear weapons could be diminished, which has been 
interpreted as a willingness to negotiate on this issue.333 Forthcoming US decisions on 
Ballistic Missile Defence are likely to have a profound effect on Russia’s willingness to 
cooperate on Iran.  

208. Russia has an important bilateral relationship with Iran and thereby has a vital 
role in preventing Iran from developing nuclear weapons. We call on the Government 
to encourage Russia to persuade Iran to comply with its nuclear obligations. 
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8 Conclusion 
209. Relations between Russia and the West are complex and characterised by mutual 
dependency. Russia’s national security is dependent upon the acquiescence of NATO 
Member States in its actions and approach and its economic wellbeing depends on 
international trade, in particular the EU’s import of gas and oil. Russia has much to gain 
from cooperating with the West given the many shared global challenges—climate change, 
the economic crisis, terrorism and non-proliferation. NATO also has much to gain from 
cooperating with Russia. As well as tackling the shared global challenges, NATO could 
benefit from cooperation on Afghanistan, handling relations with Iran and joint working 
on issues such as the Arctic. 

210. Russia has means other than military might to exert influence over its neighbouring 
states, and has demonstrated its willingness to do so. Its use of energy as a foreign policy 
tool is of concern. Many EU countries are heavily dependent on Russian gas and oil, which 
makes them vulnerable to the threat of cut offs: and this dependency may increase. This is 
why it is vital that the EU adopts a united approach to energy and diversifies its supply. 

211. Although Russia does not pose a military threat to NATO as an Alliance, some 
Central and Eastern European NATO Member States are understandably concerned 
about the military threat that Russia poses to them individually, given Russia’s actions 
in Georgia. It is important they are reassured.  

212. It is in NATO’s interests to continue to support the territorial integrity of Georgia. 
If Russia believes it has carte blanche to disregard international law there is an 
increased risk of other countries suffering the same fate as Georgia. The credibility of 
NATO as a military alliance is based on its ability to provide mutual defence to its 
Member States, as outlined in Article 5. NATO’s new Strategic Concept should contain 
a renewed commitment to Article 5 as well as ensuring that NATO is militarily capable 
of acting inside and outside of NATO boundaries. NATO is strongest when its Member 
States are united; the UK Government should work within NATO to ensure that this is 
achieved. 

213. It is right that NATO, the EU and the UK Government engage with Russia both on 
areas of cooperation and areas of disagreement. Russia has much to gain from 
positioning itself firmly within the community of nations. Engagement is important to 
build trust and avoid a new confrontation arising between Russia and the West.  The 
Government should adopt a hard-headed approach to engagement with Russia, based 
on the reality of Russia’s foreign policy rather than abstract and misleading notions of 
shared values. 
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Conclusions and recommendations 

Russia’s foreign policy 

1. Russia has been hit hard by the global economic downturn. It is too early to judge 
how this will affect Russia’s foreign policy. Russia’s low level of democracy may make 
it more likely to be assertive in its foreign policy than would be the case with a 
Western liberal democratic state that faced similar economic difficulties. (Paragraph 
23) 

2. The West needs to engage with Russia to develop cooperation, yet the absence of 
shared values makes this difficult. Witnesses identified many areas where 
cooperation was desirable based on mutual national interests. NATO, the EU and 
the UK Government need a pragmatic and hard-headed approach to their 
engagement with Russia to achieve the best results. (Paragraph 27) 

Russia’s military capability and posture 

3. We welcome Russia’s military reform programme that will modernise and 
professionalise its Armed Forces. It provides an opportunity for Russia to increase 
the interoperability of its Armed Forces and thereby the possibility for increased 
joint operations with NATO forces, whilst also improving the conditions of its rank 
and file soldiers. The UK military is experienced in implementing reforms. The 
Ministry of Defence should offer support to Russia in implementing its reform 
programme. (Paragraph 43) 

4. Russia’s unauthorised flights into international airspace, including the UK’s flight 
information region, do not pose a direct security threat to NATO or the UK; 
nevertheless, they are not the actions of a friendly nation and risk escalating tension. 
A further issue is that Russia’s actions threaten the safety of civil flights and risk 
leading to serious accidents; Russia should not be making such flights without 
informing the appropriate authorities. The Government should take a more robust 
approach in making clear to Russia that its continued secret incursions by military 
aircraft into international airspace near to the UK is not acceptable behaviour. The 
Government should call on NATO to ensure that it monitors and assesses the threat 
posed by unauthorised Russian military flights into NATO and international 
airspace near to NATO’s territorial perimeter. (Paragraph 49) 

5. It is understandable that some of Russia’s neighbouring states should feel concerned 
about the possibility of Russian military action against them given Russia’s actions in 
Georgia. Russia has proved that it is quite capable of using military force if it chooses. 
Russia does not, however, need to use conventional force to achieve its objectives; it 
has political and economic tools at its disposal to influence its neighbouring states.   
(Paragraph 52) 

6. In contrast to the level of threat Russia poses to some of its neighbouring states, 
Russia does not currently pose a direct threat to UK homeland security, nor is likely 
to do so in the near future. Although it is hard to conceive of a scenario in which 
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Russia would threaten UK homeland security, Russia threatens the national interests 
of the UK through its attempts to establish a sphere of influence over other former 
Soviet States. It is in the UK’s national interest to have stable democratic and 
independent states in Eastern Europe as this enhances European security. Russia’s 
behaviour risks undermining this and thereby working against our own national 
interests. (Paragraph 53) 

The Georgia conflict 

7. We welcome the EU’s investigation into the causes of the Georgian-Russian conflict. 
Understanding the history and causes of the conflict is a prerequisite to achieving 
peace in the region.  While awaiting the EU’s forthcoming report that should provide 
a more detailed assessment of the causes of the conflict, we conclude that:  

• Responsibility for the conflict was shared, in differing measures, by all parties. Both 
Russia and Georgia share responsibility for the humanitarian consequences of the 
conflict that have left hundreds dead and thousands displaced from their homes.  

• Russia provoked Georgia through its actions over many years. Russian provocation 
included fuelling separatism in the region through the distribution of passports in 
the breakaway Georgian territories, building up its military forces in the region and 
through its recognition of the separatist territories in Spring 2008. 

• President Saakashvili’s decision to launch an offensive on 7 August was politically 
reckless. Russia reacted swiftly to remove Georgian forces from South Ossetia. 
Russia also acted with disproportionate and illegal use of force by encroaching 
deep into Georgian territory, far beyond the conflict area. (Paragraph 74) 

8. There was a collective international failure at a political level to read the warning 
signs of an escalating conflict. The UK Government has stated its commitment to 
securing peace in Georgia. Ministers need to learn from history, and should carefully 
monitor intelligence on the situation in the Caucasus, to ensure that any future 
outbreak of conflict in the region does not come as a surprise. (Paragraph 75) 

9. Russia is failing to honour its ceasefire commitments under the agreements of 12 
August and 8 September 2008.  We recommend that the UK Government send a 
strong message to Russia that it needs to withdraw its military forces to its pre-
conflict positions as previously agreed. (Paragraph 81) 

10. We regret that the UN and OSCE monitoring missions have been forced to close. 
Their closure increases the vital importance of the EU monitoring mission in 
Georgia and the need for its mandate to be strengthened as well as extended. The EU 
monitoring mission has a vital role in acting as a deterrent to further military action 
and promoting stability. The UK Government should increase its diplomatic efforts 
to secure an extension in time and strengthening of the EU monitoring mission in 
Georgia, including enabling the mission to have full access to the disputed territories. 
(Paragraph 89) 

11. Russia has breached internationally accepted principles of sovereignty and territorial 
integrity by unilaterally recognising the independence of South Ossetia and 
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Abkhazia. The prospect of South Ossetia and Abkhazia returning under the 
sovereign control of Georgia in the near future appears slight while the Russian 
military presence remains in these territories. It is vital for international security that 
NATO, EU and the UK Government remain resolute in their commitment to 
Georgia’s sovereignty and international law. The international community has a vital 
role in securing stability and peace in the region. UK Ministers should press for the 
EU, UN and OSCE to secure a lasting peace settlement in the disputed territories. 
(Paragraph 93) 

Russia and NATO 

12. We welcome the resumption of formal engagement between NATO and Russia on 
the NATO-Russia Council. Engagement provides a platform for progress in building 
trust and cooperation. This should not, however, be at the cost of abandoning a 
commitment to the territorial integrity of Georgia. NATO should continue to make 
clear to Russia that its actions in Georgia were disproportionate and that it should 
honour its ceasefire commitments in Georgia. (Paragraph 99) 

13. For the NATO-Russia Council to be effective in building trust between NATO and 
Russia there needs to be an honest dialogue on areas of disagreement as well as 
agreement. The UK Government should encourage the NRC to be used as a forum 
to discuss difficult and strategic issues—such as NATO enlargement, Georgia, and 
human rights—as well as issues where cooperation is more likely. (Paragraph 101) 

14. Arctic security is an issue of growing strategic importance as sea routes are opened 
up as a result of climate change. NATO has a critical role to play in securing Russian 
cooperation or at least minimising tensions over the territory. (Paragraph 104) 

15. There are many opportunities for NATO to pursue cooperation with Russia for 
mutual benefit. The full potential of the NATO-Russia Council will not be realised 
until it takes strategic decisions on the priority areas for cooperation. In relation to 
these areas of potential cooperation, the NATO-Russia Council should focus its 
efforts on key strategic areas where there is a consensus within NATO and realistic 
prospects for success: these areas could include arms control, the Arctic and 
Afghanistan. We recommend that the UK Government identify and communicate 
within NATO what its priority areas are for cooperation with Russia. (Paragraph 
106) 

16. The Government should work within NATO to secure an agreement with Russia on 
the transit of NATO military goods through Russian territory to ISAF forces in 
Afghanistan. We acknowledge that the UK currently relies on a southern transit 
route to supply its Armed Forces, yet it has a vital interest in ensuring the 
effectiveness of the entire coalition mission in Afghanistan. The Alliance’s 
effectiveness would be enhanced by accessing an alternative supply route for its 
military goods other than through Pakistan. (Paragraph 111) 

17. Russia should not have a veto over NATO membership. The costs of NATO closing 
the door on further enlargement are as great as the costs of premature enlargement. 
(Paragraph 122) 
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18. Acceptance of new NATO members should continue to be performance-based; if a 
country meets the criteria for membership, and can demonstrate that it is able to 
contribute to the security of existing NATO members it should be permitted to join. 
We believe it is essential that NATO’s open door policy is maintained on this basis. 
Ending it is not in the interests of NATO or of European stability as a whole. 
Signalling that the Alliance has reached its outer limits, or ruling out further 
expansion, would consign those countries left outside NATO to an uncertain future, 
potentially creating instability on the Alliance’s Eastern fringes. Perpetuating this 
instability is not in the interests of any member of the NATO Alliance. (Paragraph 
123) 

19. Georgia’s unresolved territorial disputes considerably complicate NATO’s decision-
making on whether to grant Georgia membership or not. On the one hand, 
Georgia’s membership may strengthen democracy and stability within the country 
and possibly beyond. On the other hand, its unresolved territorial disputes could risk 
NATO becoming embroiled in a direct conflict with Russia. While Georgia is 
working towards meeting the performance criteria for membership this issue can be 
avoided. But it can not be avoided indefinitely. At some point in the future, NATO 
will need to make a difficult decision on whether to grant Georgia membership in 
light of the harsh reality of the situation on the ground. It is vital that NATO does 
not allow Russia to dictate this decision; yet it is also vital that NATO considers the 
possible consequences arising from allowing a country to join while it has unresolved 
territorial disputes which it is in Russia’s interests to perpetuate in the short term. 
(Paragraph 127) 

20. If NATO does grant Georgia membership it should do so to the whole of Georgia’s 
sovereign territory, including Abkhazia and South Ossetia. To do otherwise would be 
to recognise Russia’s actions in those parts of Georgia as having some legitimacy. 
This is a very serious issue to which we do not have an answer. Yet the international 
community must work to address it to produce an answer and, in doing so, reduce 
the tension between Georgia, Russia and NATO. This will be achievable only with a 
recognition by Russia that its long-term interests lie in stable and harmonious 
relations in the South Caucasus region, rather than a relationship of threats and 
domination. (Paragraph 128) 

21. For Ukraine to have a realistic chance of joining NATO, it not only needs to meet the 
performance criteria for membership, but it needs also to demonstrate that its public 
are supportive of its membership. (Paragraph 129) 

22. NATO needs to ensure that a continued commitment to mutual protection—Article 
5—is at the heart of the new NATO Strategic Concept. NATO’s global role is vital, 
given the shared challenges its Member States face. Yet this should not come at the 
expense of the Alliance’s commitment towards mutual defence. (Paragraph 133) 

23. Central and Eastern European NATO members are understandably concerned about 
their security. Countries such as Estonia have proved to be valuable allies, 
particularly in the ISAF mission in Afghanistan, and it is right that we reassure them 
about their security. NATO should take steps to reassure Central and Eastern 
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European NATO members that their security is of vital importance to the Alliance. 
(Paragraph 134) 

24. NATO should update its contingency plans for responding to an armed attack on its 
members, including ensuring that these plans cover the eventuality of attack on 
Baltic Member States, and setting out NATO’s planned military response. 
(Paragraph 137) 

25. We believe that NATO’s decision to enhance the remit of the NATO Response 
Force, rather than creating new structures, is sensible. It is vital that the NATO 
Response Force is able to reassure Central and Eastern European Member States. 
NATO should maintain a visible military presence in the Baltic States, including 
through the use of air-policing and conducting exercises in the region. (Paragraph 
139) 

26. The UK, alongside many other countries, faces an increasing threat of cyberattack. 
Cybersecurity is an issue of increasing significance for the UK and NATO as society 
becomes increasingly dependent on information and communication technology. 
The cyberattacks on Estonia and Georgia demonstrate the importance of the UK and 
NATO developing robust resilience. (Paragraph 151) 

27. We welcome the Government’s publication of a National Cybersecurity Strategy and 
the establishment of new offices to coordinate and implement cybersecurity 
measures. Despite information from the MoD, we are still not clear what the exact 
role and contribution of the MoD is towards national cybersecurity. In the 
Government’s response to our Report, we recommend the Government to set out 
more clearly the MoD’s current and future work in relation to national cybersecurity. 
The MoD should also ensure that the importance of cybersecurity is reflected within 
its planning and resource allocation. (Paragraph 152) 

28. Given the importance that the Government now attaches to national cybersecurity, 
we call on it to explain its decision not to sponsor the NATO Cyber Defence Centre 
of Excellence. The UK Government should urge NATO to recognise the security 
challenge posed by electronic warfare in NATO’s new Strategic Concept. NATO 
should give cybersecurity higher priority within its planning to reflect the growing 
threat that this poses to its members. NATO should ensure that the work of the 
Cyber Defence Centre of Excellence is fully supported, including financially. 
(Paragraph 153) 

European security and Russia 

29. We welcome the resumption of a dialogue between the EU and Russia on a new 
Partnership and Cooperation Agreement. Yet the Government’s position, that the 
‘pace and tone’ of negotiations on a new PCA will be informed by Russia’s fulfilment 
of its obligations under the ceasefire agreements in Georgia, does not provide 
sufficient clarity on the Government’s position. The Government should make a 
clear public statement that it will not sign up to a new Partnership and Cooperation 
agreement unless Russia honours its ceasefire commitments. (Paragraph 158) 
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30. We note the concern expressed by witnesses about Russia’s motives in proposing a 
new European security architecture. We are not convinced that there is a need for 
such a new architecture, which may undermine the primacy of NATO’s security role. 
Nevertheless, engagement with Russia on this matter is necessary to understand their 
security concerns. The current proposals are vague; Russia needs to come forward 
with further details of its proposals to enable a meaningful dialogue to take place. 
The UK Government should maintain its willingness to engage with Russia on this 
issue, but should make clear that it will not commit to an agreement that overrides 
existing commitments to NATO and human rights. We support the OSCE’s role in 
taking forward initial discussions on the new security architecture. (Paragraph 166) 

European energy security and Russia 

31. Regardless of the causes of the Ukraine-Russia gas dispute, it is clear that it has 
damaged the reputations of both countries as reliable suppliers. The threat and 
reality of Russia cutting off energy supply demonstrates the need for the EU to 
reduce its energy dependency on Russia and diversify energy supply. (Paragraph 
176) 

32. It is too early to judge what the long-term effect of the global economic crisis will be 
on future EU energy demand. Yet the EU needs to press ahead in diversifying its 
energy supply to ensure that it is not vulnerable to supply disputes (Paragraph 178) 

33. The UK Government should work within the EU to pursue a united approach to 
energy security and the prioritisation of developing the Nabucco pipeline. 
(Paragraph 184) 

34. In our view NATO should have a role in energy issues but it should not play a 
leading role; this is more appropriately a matter for the EU. Nevertheless, energy is 
an issue that it is legitimate for NATO to be concerned about because there are 
significant security implications arising from the possibility of disputes between 
countries over energy supplies and the potential for states to use their military assets 
to defend pipelines. The Government should work within NATO to develop an 
approach on energy issues that focuses on the security aspects of the energy agenda.  
(Paragraph 187) 

Global security 

35. A strong bilateral relationship between the US and Russia is vital for global security. 
Yet it is also important for European security that this relationship does not come at 
the expense of the NATO-Russian relationship. (Paragraph 190) 

36. We welcome the US-Russian negotiations on a nuclear arms reduction treaty to 
succeed START I. We support the recommendation made by the Foreign Affairs 
Committee in its Report, Global Security: Non-Proliferation, that the Government 
should offer every assistance to facilitate a speedy and productive conclusion to the 
negotiations on a treaty to replace START I. We ask the Government, in its response 
to our Report, to set out what steps it has taken to facilitate an agreement.  
(Paragraph 195) 
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37. We are not convinced that European security will be enhanced by the United States’ 
planned ballistic missile defence (BMD) system as currently envisaged. If the US 
decides to press ahead with its BMD plans, we recommend that the Government 
seek ways to involve Russia in its development. (Paragraph 203) 

38. Russia has an important bilateral relationship with Iran and thereby has a vital role in 
preventing Iran from developing nuclear weapons. We call on the Government to 
encourage Russia to persuade Iran to comply with its nuclear obligations. (Paragraph 
208) 

Conclusion 

39. Although Russia does not pose a military threat to NATO as an Alliance, some 
Central and Eastern European NATO Member States are understandably concerned 
about the military threat that Russia poses to them individually, given Russia’s 
actions in Georgia. It is important they are reassured. (Paragraph 211) 

40. It is in NATO’s interests to continue to support the territorial integrity of Georgia. If 
Russia believes it has carte blanche to disregard international law there is an 
increased risk of other countries suffering the same fate as Georgia. The credibility of 
NATO as a military alliance is based on its ability to provide mutual defence to its 
Member States, as outlined in Article 5. NATO’s new Strategic Concept should 
contain a renewed commitment to Article 5 as well as ensuring that NATO is 
militarily capable of acting inside and outside of NATO boundaries. NATO is 
strongest when its Member States are united; the UK Government should work 
within NATO to ensure that this is achieved. (Paragraph 212) 

41. It is right that NATO, the EU and the UK Government engage with Russia both on 
areas of cooperation and areas of disagreement. Russia has much to gain from 
positioning itself firmly within the community of nations. Engagement is important 
to build trust and avoid a new confrontation arising between Russia and the West.  
The Government should adopt a hard-headed approach to engagement with Russia, 
based on the reality of Russia’s foreign policy rather than abstract and misleading 
notions of shared values. (Paragraph 213) 
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Ordered, That embargoed copies of the Report be made available, in accordance with the 
provisions of Standing Order No. 134. 

Written evidence was ordered to be reported to the House for printing with the Report, 
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