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Summary

More and more, the Internet is becoming a part of our lives. For communications, research
and commerece, it is now an indispensable tool. However, anyone who regularly watches
television or reads the press is likely to have become aware of growing public concern in
recent months at the Internet’s dark side, where hardcore pornography and videos of
fights, bullying or alleged rape can be found, as can websites promoting extreme diets, self-
harm, and even suicide.

There is particular anxiety about the use of social networking sites and chatrooms for
grooming and sexual predation. Although these environments may appear to a child to be
relatively private, with defined boundaries, in fact a user’s profile or an online forum may
be open to thousands or even millions of other users, all able to view even if they do not
actively participate. Unless a user of a networking site takes steps to control access to their
territory, he or she is potentially exposed to malicious communication or comment and
invasions of privacy.

There is heated debate about whether certain types of content cause harm, particularly to
children, and whether there is a direct link between exposure to violent content on the
Internet or in video games and subsequent violent behaviour. The conclusion overall is
that there is still no clear evidence of a causal link; but incontrovertible evidence of harm is
not necessarily required in order to justify a restriction of access to certain types of content
in any medium, and we conclude that any approach to the protection of children from
online dangers should be based on the probability of risk.

We welcome the analysis by Dr Byron of the risks posed by the Internet to children and
agree with her conclusion that a UK Council for Child Internet Safety should be
established. We are concerned at reports from some key players that there has been little
opportunity to influence decisions as to how the Council will operate in practice.

Sites which host user-generated content—typically photos and videos uploaded by
members of the public—have taken some steps to set minimum standards for that content.
They could and should do more. We recommend that terms and conditions which guide
consumers on the types of content which are acceptable on a site should be prominent. It
should be made more difficult for users to avoid seeing and reading the conditions of use: it
would then become more difficult for users to claim ignorance of terms and conditions if
they upload inappropriate content.

It is not standard practice for staff employed by social networking sites or video-sharing
sites to preview content before it can be viewed by consumers. Some firms do not even
undertake routine review of material uploaded, claiming that the volumes involved make it
impractical. We were not persuaded by this argument, and we recommend that proactive
review of content should be standard practice for sites hosting user-generated content. We
look to the proposed UK Council to give a high priority to reconciling the conflicting
claims about the practicality and effectiveness of using staff and technological tools to
screen and take down material. We also invite the Council to help develop agreed
standards across the Internet industry on take-down times—to be widely publicised—in
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order to increase consumer confidence.

It is common for social networking sites and sites hosting user-generated content to
provide facilities to report abuse or unwelcome behaviour; but few provide a direct
reporting facility to law enforcement agencies. We believe that high profile facilities with
simple, preferably one-click mechanisms for reporting directly to law enforcement and
support organisations are an essential feature of a safe networking site. We would expect
providers of all Internet services based upon user participation to move towards these
standards without delay.

The designation of some of the more extreme types of material as illegal has had a
beneficial effect in restricting the amount of harmful content hosted in the UK and in
limiting access to harmful content hosted abroad. We do, however, believe that the UK
Council for Child Internet Safety should discuss with the Ministry of Justice whether the
law on assisted suicide is clear enough to enable not just successful prosecutions but also
action to block access to websites which assist or encourage suicide.

As things stand, companies in the Internet industry largely regulate themselves. We believe
that self-regulation has a range of strengths: a self-regulating industry is better placed to
respond quickly to new services; it is more likely to secure “buy in” to principles; and it will
bear the immediate cost. We accept that significant progress has been achieved through
self-regulation by the various industries offering Internet-based services, but there appears
to be a lack of consistency and transparency of practice, and the public needs the assurance
that certain basic standards will be met. Rather than leap to statutory regulation, we
propose a tighter form of self-regulation, under which the industry would speedily
establish a self-regulatory body to draw up agreed minimum standards based upon the
recommendations of the UK Council for Child Internet Safety, monitor their effectiveness,
publish performance statistics, and adjudicate on complaints. In time, the new body might
also take on the task of setting rules governing practice in other areas such as online piracy
and peer to peer file-sharing, and targeted or so-called “behavioural” advertising.

Several Government departments have an interest in this field, and it does seem that there
is scope for improved co-ordination of activity between them. A single Minister should
have responsibility for co-ordinating the Government’s effort in improving levels of
protection from harm from the Internet, overseeing complementary initiatives led by
different Government departments, and monitoring the resourcing of relevant
Government-funded bodies.

There is a distinct issue about labelling of video games to indicate the nature of their
content. Two systems currently exist side by side: the industry awards its own ratings, and
the British Board of Film Classification awards classifications to a small number of games
which feature content unsuitable for children. The dual system is confusing, and Dr Byron
recommended that there should instead be a single hybrid system. We believe that Dr
Byron’s solution may not command confidence in the games industry and would not
provide significantly greater clarity for consumers. While either of the systems operated by
the BBFC and by the industry would be workable in principle, we believe that the
widespread recognition of the BBFC’s classification categories and their statutory backing
offer significant advantages which the industry’s system lacks. We therefore agree that the
BBFC should have responsibility for rating games with content appropriate for adults or




teenagers, as proposed by Dr Byron, and that these ratings should appear prominently.
Distributors would of course be free to continue to use industry ratings in addition.







1 Introduction

1. More and more, the Internet is becoming a part of our lives. For communications,
research and commerece, it is now an indispensable tool. Governments are right to attach
high priority to ensuring that all citizens have access to broadband delivery and are able to
take full advantage of all it has to offer. However, anyone who regularly watches television
or reads the press is likely to have become aware of growing public concern in recent
months at the Internet’s dark side: the easy availability of hardcore pornography, which
people may find offensive, the uploading by ordinary people of film of real fights, bullying
or alleged rape, or the setting up of websites encouraging others to follow extreme diets, or
self-harm, or even commit suicide. In particular, there is increasing anxiety among parents
about the use of social networking sites and chatrooms for grooming and sexual
predation.!

2.In March 2007, the Rt. Hon. Gordon Brown MP gave a speech to the Equal
Opportunities Commission, in which he spoke about parents’ wishes for their children and
how they could be fulfilled. He said that “we want to promote a culture which favours
responsibility and establishes boundaries” and that “we need to harness new technology
and use it to enable parents to exercise the control they want over the new influences on
their children”; he went on to say that he had discussed with Ofcom further measures to
protect children from unsuitable material in the media. He said that Ofcom would:

e Conduct an information campaign for parents which will let them know what
parental control software is available for computers and TV set-top boxes;

e Work with equipment manufacturers to ensure parents have better information on
how to use blocking software;

o Consider what more can be done to assist parents in restricting access to violent
and obscene material sent over the internet; and

e Work with the Internet Watch Foundation to ensure that internet service providers
tell their subscribers about software which blocks access to sites.

3. This initiative was largely overtaken, however, in September 2007, when the Prime
Minister, the Secretary of State for Children, Schools and Families and the Secretary of
State for Culture, Media and Sport announced that a review was to be set up to examine
ways of helping children and parents “get the best” from new technologies while protecting
them from harmful images. The review was to be led by Dr Tanya Byron, a clinical
psychologist.” The objectives of the review were:

¢ To undertake a review of the evidence on risks to children’s safety and wellbeing of
exposure to potentially harmful or inappropriate material on the internet and in video
games; and

' BBC Panorama has broadcast two programmes exploring this theme, one about film of brutal fights between children
(30 June 2007) and another about the use of social networking sites to groom children (7 January 2008)

2 DCSF Press Release 6 September 2007



e To assess the effectiveness and adequacy of existing measures to help prevent children
from being exposed to such material, to help parents understand and manage the risks
of access to inappropriate content, and to make recommendations for improvements
or additional action.

4. Dr Byron’s report was published on 27 March 2008, and the Government announced on
the day of publication that it accepted in full all of her recommendations, albeit with public
consultation in one area.’ Dr Byron’s review was thoughtful and thorough and the report is
in many ways a highly impressive piece of work.

5. The terms of reference for our inquiry were announced in December 2007 and were
more widely drawn:

— The benefits and opportunities offered to consumers, including children and young
people, and the economy by technologies such as the Internet, video games and mobile
phones;

— The potential risks to consumers, including children and young people, from exposure
to harmful content on the Internet or in video games. The Committee is particularly
interested in the potential risks posed by

e “Cyber bullying™;

o user generated content, including content that glorifies guns and gang violence;
o the availability of personal information on social networking sites;

o content that incites racial hatred, extremism or terrorism;

o content that exhibits extreme pornography or violence;

— The tools available to consumers and industry to protect people from potentially
harmful content on the Internet and in video games; and

— The effectiveness of the existing regulatory regime in helping to manage the potential
risks from harmful content on the Internet and in video games.

6. We have not examined the use of the Internet to perpetrate fraud through false claims,
phishing or other means. Nor have we attempted to consider the issues raised by Dr Byron
in the same depth. Our inquiry has, however, served as a sounding board for responses to
Dr Byron‘s recommendations, and this Report gives views on matters which she raised and
which have provoked particular debate. In some areas, its scope is also wider than hers and
does not focus on threats to children alone. Our aim is to feed into the process for
implementation of Dr Byron’s recommendations and to identify other areas worthy of
attention. As is our usual practice, we are publishing most of the written submissions to
our inquiry alongside the oral evidence.

7. During the inquiry we visited the Child Exploitation and Online Protection Centre in
London; and we travelled to the United States for meetings with providers of social

3 Classification of video games: see paragraph 7.50 of the Byron Review



networking services and search services, and with video games publishers. We are grateful
to our hosts both in the UK and in the US for sharing their views. We also record our
thanks to our Specialist Adviser, Mr Ray Gallagher, who has provided advice on a range of
matters concerning broadcasting and new media.

2 Opportunity

8. This inquiry flows directly from the growth of the Internet into a mass medium for
communication, and distribution of creative content. The Internet is no longer simply a
resource for information and research and a path for e-mail traffic: it has become an
interactive social forum, a means for supplying entertainment, a way of allowing people to
work more flexibly and a tool which many use almost daily to manage finances and to buy
goods and services. It has provided new scope for people to air their views freely and
openly. While the benefits have increased, however, so have attendant risks. The Internet is
a public space, something which may not be readily apparent, particularly to children; and
this inquiry has explored ways in which the inherent risks might be managed.

9. The last three years have seen exponential growth in the use of the Internet to transmit
creative content. Audio-visual material from a vast range of providers, including
programming from traditional broadcasters, is available on the Internet. In addition, films,
music, games and images can all be downloaded with ever greater ease as broadband
speeds increase. We considered the impact of some of these developments in detail in our
Report on New Media and the Creative Industries.*

10. Underlying the use of the Internet for the transmission of creative content is the
widespread availability of broadband and the faster connection times offered. The
Government told us that 99.8% of households are now able to access broadband,” and
88.4% of all Internet connections in September 2007 used broadband.® Digital files
containing audio-visual material are large and, in practice, can only be distributed using
the higher connection speeds available through broadband. 49.2% of all Internet
connections in September 2007 had a speed greater than 2Mbps, compared to 35.5% of
connections in December 2006.”

4 Fifth Report of Session 2006-07, HC 509-I

5 Ev 342

6 Office for National Statistics 20 November 2007
7 Office for National Statistics 20 November 2007
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11. Research by Ofcom published in 2007 indicated that 99% of children accessed the
Internet, most often at home and at school:

Any access : 8-17 year olds | Most often access: 8-17 year olds

PCllaptop at home 81% 65%
School/college 86% 26%
Library 12% 1%
Internet cafe 3%

Friend’s house 23% 2%
Relative’s house 11% 2%
Mobile phone 7% 1%
Any internet use 99%

Don’t use the internet 1%

Use internet but not 18%

at home

Source: Ofcom - Children, Young People & Online Content, October 2007; survey base of 513 children aged
between 8 and 17

12. Along with the faster broadband speeds which are now becoming more widely
available, the Internet is more and more frequently being accessed by devices other than
computers, such as mobile telephones, iPods, personal digital assistants (PDAs) and games
consoles. All allow access “on the move” and, for children, free from parental supervision.
O, cited figures showing that 50% of 10 year olds and 90% of 12 year olds have mobile
phones.® The Children’s Charities’ Coalition for Internet Safety (CHIS), in its response to
the Byron Review, referred to research by Childwise® suggesting that 96% of children in the
UK had access to mobile phones by the age of 11 and that “more or less a third” were using
mobile devices to access the Internet."

13. The appeal of access through portable devices is likely to grow as the range of devices
increases. The Internet Watch Foundation told us that, in Japan, there was more access to
the Internet via mobile technologies than from fixed access points and that there was
“every reason to think that this trend will apply to the UK as more and more portable
electronic devices come on stream”.!’ T-Mobile told us that consumers valued the ability to
generate their own content and update their personal social networks wherever and

8 Carphone Warehouse Mobile Youth Report 2006, Ev 66

9 A market research agency specialising in research concerning children
0 Ev 8

" Ev 45
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whenever they choose.’> Mr Bartholomew, Head of Public Affairs at O,, described the
Internet access facility on the iPod touch and the iPhone as “fantastic” and “like having a

computer with a smaller screen”."?

Social networking and video-sharing websites

14. For the purposes of this inquiry, perhaps the most significant development of the last
two or three years has been the growth in social networking and the ease with which users
can upload and share content, principally images, comment and videos. A great deal of this
content is created by users themselves, hence the term “user-generated content”. This “new
generation” Internet is frequently termed Web 2.0: Google told us that whereas Web 1.0
“was characterised by static websites, download of content, limited use of search engines
and surfing from one website to another”, Web 2.0 “represents a fundamental shift away
from this model, towards a more dynamic and interactive Internet where content is
generated by users, uploaded by others and enjoyed within online communities”."*

15. In 2005, the concept of a social networking website was largely unknown. In the last
two years, there has been an explosion in the number of users of such sites to converse
online with friends. Orange told us that participation in the UK in social networking sites
was the highest in Europe, with 24.9 million unique® visitors, amounting to 78% of the
total online population in the UK.'® T-Mobile told us that social networking and interactive
sites were at the forefront of driving mobile phone usage: eight out of the twenty websites
most frequently visited using mobile devices are social networking sites."”

16. Bebo, a social networking site popular in the UK and targeted at people aged under 30,
told us that social networking sites have strong benefits and that Web 2.0 services (i.e. those
based upon sharing of material among online communities and dissemination of user-
generated content) offered enormous creative opportunities, not least through citizen
journalism, as well as providing a forum for developing digital literacy and the ability to
express yourself online and to make “informed choices”. Bebo suggested that such services
created “social capital” and filled a vacuum in community engagement.”* MySpace argued
that social networking performed an important function in the sociological development of
young people, assisting them in forming an adult identity and expressing themselves."

17. Some sites are designed purely to host images and videos. Flickr, launched in 2004, was
one of the first sites to become prominent in the UK; between 3 million and 5 million
photos are understood to be uploaded to Flickr daily.” Other sites include YouTube, which
describes itself as “a leading video hosting site and the premier destination to watch and

2 Ev 60

Q136

“Ev116

5 A "unique visitor” is a unit of traffic to a website, in which each visitor is counted only once in a given timeframe
6 Ev 69

7 Ev 60 and 61

'8 Ev 144

Q383

20 ywwww.techcrunch.com 13 November 2007
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share original videos worldwide”.?! Approximately ten hours’ worth of content is uploaded
to YouTube every minute.?

18. The popular appeal and astonishing growth of YouTube and other such sites has made
them assets worth acquiring at a time of industry consolidation. Flickr was acquired by
Yahoo! in March 2005; YouTube was acquired by Google in autumn 2006 for $1.65 billion;
and Bebo was acquired by AOL in March 2008 for $850 million. We note that one social
networking website, even though it does not currently attract large advertising volumes,
has been valued at up to $15 billion—Facebook.”

Video games

19. The intricacy of video games now available on DVD and via the Internet is in stark
contrast to the primitive games (such as Space Invaders and Pacman) which marked the
birth of the genre. Games can be played on dedicated games consoles, personal computers
(PCs) and other devices; they have highly realistic graphics and are now labyrinthine in
their complexity, offering many levels of play and options within each game. According to
the Government’s written submission, 59% of the UK population play video games, the
average age of gamers is 28, and one in four women play video games.** We understand
from ELSPA that one in three men plays video games.”

20. Increasingly, games are played online, with players competing against others in real
time. Online games may be constantly updated, with new features being introduced by
games publishers. Some games, known as MMORGs (Massively Multiplayer Online
Roleplaying Games), are virtual worlds with possibly thousands of gamers logged in from
separate computers or games consoles, each assuming the role of a fictional character,
often playing a role or undertaking a quest or activity which can unfold over a series of
weeks. The industry forecasts that online gaming will, in time, overtake downloadable or
hard-copy games.*®

21. The UK has a thriving video games industry. According to ELSPA (the Entertainment
and Leisure Software Publishers Association), approximately 35% of software sold in
Europe emanates from creative studios in the UK; and the UK industry employs around
22,000 people and attracts significant inward investment from the US and Japan.” Until
recently, the UK’s position in the games industry (in terms of revenue generated) was
second only to that of the US and Japan, generating sales in excess of £2.3 billion in 2006”;**
the UK has now been displaced into fourth place by Canada, which offers significant tax

concessions to stimulate the industry locally.”® Despite this, witnesses from ELSPA

21Ev 115
2Q313
2 Ev 281
2 Ev 342
2 Information supplied by the Entertainment and Leisure Software Publishers Association (ELSPA)
%6.Q 462
27Ev 164
2 Ev 164
Q627
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(representing games publishers) and TIGA (representing games developers) described the
outlook as “very positive” and believed that the industry was set to grow.*

22. Various witnesses stressed the potential benefits of games. Mr Carrick-Davies, Chief
Executive of Childnet International, told us that playing video games “improves children’s
confidence, their sense of social standing [and] their ability to multi-task”*' The
Government gave examples of how games had been used in curriculum-based learning and
training of the military in communications and decision-making skills; and it said that
video games could engage and motivate learners, including those disaffected or previously
hard to reach.’” Tiga (a trade body for games developers) also pointed out that so-called
“serious games” are being researched for possible use in military, educational, health and
training applications.”® The Interactive Software Federation of Europe noted that video
games can provide a “playful way to hone IT skills”.**

23. Dr Byron, in her report, acknowledged that there are potential educational benefits to
some video games, particularly in terms of motivating pupils, but she argued that these
should not be overstated: “Most researchers and certainly educationalists would argue that
using a video game...to aid learning is not in itself the key to success. It is the context
around the child and the technology (i.e. the skills of the teacher) that determines whether
it becomes a successful learning experience”.*® Professor Livingstone, who jointly
undertook on behalf of Ofcom a review of research into potential harmful content, also
questioned the strength of evidence that playing video games benefited children.*

Virtual worlds

24. One of the best-known examples of a virtual forum is Second Life, a three-dimensional
“world” in which participants can assume a virtual persona (or “avatar”), meet and
communicate with others, create “anything you can imagine”, trade virtual goods on a
virtual exchange, acquire virtual “land” and build upon it.”” The Government told us that
virtual worlds offered benefits to both the consumer and to public and private sector
organisations: it observed that the National Physical Laboratory had been using Second Life
for scientific knowledge transfer with colleagues in NASA, and that universities and other
bodies were piloting the use of Second Life for use in healthcare and other fields of
research.®

Q452

31 Q 3. See also Microsoft Ev 32
32 Ev 343

3 Ev 163

34 Ev 386

35 Byron Review, page 155

36 Professor Sonia Livingstone Q3
37 See secondlife.com

38 Ev 343
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3 Types of risk

25. The ease of communication, the ready availability of creative and informative content
and the global reach which are all such powerful features of the Internet, are of huge
benefit. In each case, however, those strengths have flipsides: malicious communication is
as easy as benign communication, content may be potentially harmful or illegal, and global
reach allows access from almost anywhere in the world to content which would be illegal in
one’s home country.

26. Social networking sites and chatrooms are new types of environment which may
appear to a user to be relatively private, with defined boundaries, when in fact a user’s
profile or an online forum may be open to thousands or even millions of other users, all
able to view even if they do not actively participate. Some users of social networking sites
may choose to limit the visibility of their “profiles” but many do not: their profile page then
becomes a public space. Many users, particularly children, are not even aware that their
personal information is being made available to anyone who chooses to access it. Unless a
user of a networking site takes steps to control access to their territory, he or she is exposed
to malicious communication or comment and invasions of privacy. Users who publicise
personal contact details on Internet sites are especially vulnerable to harassment which can
be very distressing and very difficult to control.

27. We asked Jim Gamble, Chief Executive Officer of the Child Exploitation and Online
Protection Centre (CEOP), how dangerous the Internet was for children: he responded
simply that “the Internet represents huge opportunity and risk”.” The particular risks
posed by new Internet-based services (such as video-sharing sites, social networking sites
and virtual worlds) are chiefly those of exposure to harmful and inappropriate content,
contact from people whose intentions are malicious, and incitement to dangerous or anti-
social conduct. Some have found it convenient to list them as risks derived from content,
contact and conduct.®

28. Those at risk are principally children, who are less well equipped to take decisions for
themselves and to manage threats. Dr Byron observed that neural networks at the front of
the brain are very underdeveloped at birth and that it is generally not until adolescence that
the brain is sufficiently developed to evaluate and manage risk, differentiate between
fantasy and reality, and regulate emotions.* Children may also be the target of exploitation
for sexual purposes.

29. There is also a potential threat to adults who are depressed, or who have a tendency to
self-harm, or who are emotionally unstable, who may find certain content disturbing; it
may also be that content can have an adverse effect on sexual offenders or people with a
tendency towards anti-social or criminal behaviour.*

Q1%

40 See Byron Review
41Q 340

42See Ev 18
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Content-based risks

30. Content-based risks have long been recognised in broadcasting and in film, and it is
generally accepted that children will find certain material unacceptably shocking and
disturbing, even if less currency perhaps is given nowadays to the notion that content
might “deprave and corrupt”, to use the term from the Obscene Publications Act 1959.
The same risks are present in content on the Internet, which will encompass not just
broadcast programming but also on-demand entertainment, user-generated content and
material made available through pressure groups and interest groups. The distinctive
feature of the Internet, however, is the ease of access and the ready availability of
potentially harmful material: the Children’s Charities’ Coalition for Internet Safety (CHIS)
warned of the Internet’s capacity to provide information “in an uncontrolled way which
can be damaging to children”.**

31. CHIS told us that “children are known to come across and download age-inappropriate
content or disturbing and upsetting material”.** A joint submission from Professor Sonia
Livingstone and Andrea Millwood Hargrave cited research suggesting that 16% of 8-15
year olds in the UK have come across “nasty, worrying or frightening” content online; they
observed that this finding was repeated in other countries, sometimes with higher
estimates.*®

32. The main concern for many parents is that children will come across pornography
while searching the Internet. CHIS noted the “sheer volume” of pornographic material that
is in circulation and the ease of access to it.*’ Such content is likely to be hosted outside the
UK: the Internet Watch Foundation told us that it had not identified within the last two
years any content hosted on UK servers which might fail the test of obscenity under the
Obscene Publications Act 1959.%

33. Other types of content, although perhaps less widespread, may in fact be no less
threatening. The Government pointed out that terrorists used the Internet as an
operational platform and as a tool for radicalisation and recruitment.* Some websites set
up by fringe groups encourage illegal acts (such as assisted suicide) or incite hatred; others
feature extreme, sadistic or graphic violence. Childnet International pointed out that not all
information accessible on the Internet was necessarily accurate; both children and adults
could be at risk, for instance, from misleading health advice.”® Internet chatrooms can
attract comments which are abusive or explicit and which others find distressing.

4 The provisions of the Obscene Publications Act 1959 were applied to television and sound broadcasting by section 162
of the Broadcasting Act 1990, which specified that inclusion of any matter in a programme was “publication” within
the meaning of the 1959 Act. Prosecutions for obscenity in audio-visual material are a matter for the police rather
than for Ofcom: Annex 3 to Ofcom memorandum [not printed]

“Ev4
“Ev4
“Ev 16
“7Ev4

48 If the effect of the material is, if taken as a whole, “such as to tend to deprave and corrupt persons who are likely,
having regard to all relevant circumstances, to read, see or hear the matter contained or embodied in it”. See also
Ev 43

4 Ev 346
S0Ev 10
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34. Occasionally potentially illegal or harmful content, such as material which features
violence or is sexually explicit or which is inflammatory or incites hatred, is uploaded to
interactive sites featuring user-generated content. The Internet Watch Foundation, a self-
regulatory body seeking to minimise the availability of potentially illegal or otherwise
harmful content on the Internet,” told us that it had received just over 150 reports about
material on social networking sites since 2005; on examination, none of the material was
thought to be potentially illegal. At one point, there had been a growth in the number of
reports about potentially illegal child sexual abuse content hosted on photo-sharing
websites, although the Internet Watch Foundation noted that larger companies had since
improved their security and abuse management policies.”> We note the observation by
Ofcom that public concern about harmful content appears to be more acute for sites which
host user-generated content and which offer a “general use proposition” rather than those
which are niche sites with a stated objective to share pornography or violent content.”

35. There has also been concern about the use of virtual worlds (such as Second Life)
where, although no-one in particular is a target, users have created avatars which have then
simulated sexual abuse of children.*

36. Certain video games have become notorious for their violent content. Manhunt,
released in November 2003, is set in a lawless imaginary city populated by violent gangs of
white supremacists, psychotic psychiatric patients and black magicians. The main
character, whom the player ‘directs’ through the game, is a criminal on death row who
proceeds to take on opponents and kill them. The distinctive feature of Manhunt is the
brutality and the sadistic detail of the combat. A sequel, Manhunt 2, was released in March
2008. Initially, the British Board of Film Classification (BBFC) refused to award any
classification beca